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一、上机目的 

In this lab, we’ll investigate the behavior of the celebrated TCP protocol in detail. 

·we’ll do so by analyzing a trace of the TCP segments sent and received in transferring a 150KB 

file (containing the text of Lewis Carrol’s Alice’s Adventures in Wonderland) from your computer to a 

remote server. 

·we’ll study TCP’s use of sequence and acknowledgement numbers for providing reliable data 

transfer;·Retrieving large HTML files； 

·we’ll see TCP’s congestion control algorithm – slow start and congestion avoidance – in action; 

·we’ll look at TCP’s receiver-advertised flow control mechanism.   

· we’ll also briefly consider TCP connection setup and we’ll investigate the performance 

(throughput and round-trip time) of the TCP connection between your computer and the server. 

Before beginning this lab, you’ll probably want to review sections 3.5 and 3.7 in the text. 

 

二、基本原理 

Wireshark: Wireshark is a popular network protocol analysis tool that captures network traffic and analyzes 

the communication process of various protocols. It is a free and open-source software that can run on multiple 

operating systems including Windows, Mac OS X, and Linux. Wireshark captures packets from a network 

interface and can analyze them in real-time or offline. It supports various protocols such as TCP, UDP, IP, 

HTTP, FTP, DNS, ICMP, and can also decode TLS and SSL encrypted traffic. By using Wireshark, users can 

perform deep analysis of network communication processes, including understanding the data type, protocol 
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header information, packet transmission time, and relationships between different packets. This is extremely 

useful for network administrators and security professionals. 

 

TCP: TCP (Transmission Control Protocol) is a reliable, connection-oriented protocol that allows for the 

transmission of data across networks. It is responsible for establishing and maintaining a connection between 

two devices, ensuring that data is correctly acknowledged and re-transmitted if necessary. TCP operates by 

breaking data into smaller segments, each of which is sent across the network separately. These segments are 

then reassembled at the receiving device to recreate the original data. It also includes mechanisms for flow 

control, congestion control, and error detection, which help to ensure that data is transmitted efficiently and 

accurately. Due to its reliable nature, TCP is commonly used for applications such as email, file transfer, and 

web browsing, where the accuracy and completeness of data are critical. Overall, TCP is a fundamental 

protocol for modern networking that has played a key role in enabling the internet to grow and evolve over 

the past few decades. 

 

Windows: Here are the steps to use Wireshark software on Windows for analyzing TCP protocol: 

·Download and install Wireshark software on your Windows 11 computer. 

·Open Wireshark and click on the "Start Capture" button to begin capturing network traffic. 

·From the drop-down menu, select "Capture Filters" and choose the TCP protocol. 

·Once you have selected the TCP protocol, click on the "Start" button to begin the capture process. 

·As network traffic is captured, you can view the data in the Wireshark console. 

·To further analyze the captured data, use the Wireshark tools to filter and sort the data in various ways. 

·You can use the packet details window to view detailed information about each individual packet 

captured. 

·You can also export the captured data to other applications or save them for later analysis. 

 

三、使用的软件、硬件 

Software: Windows11 && Wireshark && Firefox; 

Hardware: Lenovo Legion R9000P2021H. 
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四、上机操作步骤 

1. Capturing a bulk TCP transfer from your computer to a remote server 
Before beginning our exploration of TCP, we’ll need to use Wireshark to obtain a packet trace of the 

TCP transfer of a file from your computer to a remote server. You’ll do so by accessing a Web page that 
will allow you to enter the name of a file stored on your computer (which contains the ASCII text of Alice 
in Wonderland), and then transfer the file to a Web server using the HTTP POST method (see section 2.2.3 
in the text).  We’re using the POST method rather than the GET method as we’d like to transfer a large 
amount of data from your computer to another computer. Of course, we’ll be running Wireshark during this 
time to obtain the trace of the TCP segments sent and received from your computer.  

Do the following:  

1) Start up your web browser. Go the http://gaia.cs.umass.edu/wireshark¬labs/alice.txt and retrieve an ASCII 

copy of Alice in Wonderland. Store this file somewhere on your computer.  

2) Next go to http://gaia.cs.umass.edu/wireshark-labs/TCP-wireshark-file1.html.  

3) You should see a screen that looks like:  

4) Use the Browse button in this form to enter the name of the file (full path name) on your computer 

containing Alice in Wonderland (or do so manually). Don’t yet press the “Upload alice.txt file” button.  

5) Now start up Wireshark and begin packet capture (Capture->Start) and then press OK on the Wireshark 

Packet Capture Options screen (we’ll not need to select any options here).  

6) Returning to your browser, press the “Upload alice.txt file” button to upload the file to the 

gaia.cs.umass.edu server.  Once the file has been uploaded, a short congratulations message will be 

displayed in your browser window.  

7) Stop Wireshark packet capture. Your Wireshark window should look similar to the window shown below. 

 

2. A first look at the captured trace 
Before analyzing the behavior of the TCP connection in detail, let’s take a high level view of the trace.  
• First, filter the packets displayed in the Wireshark window by entering “tcp” (lowercase, no 

quotes, and don’t forget to press return after entering!) into the display filter specification window 
towards the top of the Wireshark window.  

What you should see is series of TCP and HTTP messages between your computer and gaia.cs.umass.edu. 
You should see the initial three-way handshake containing a SYN message. You should see an HTTP 
POST message. Depending on the version of Wireshark you are using, you might see a series of “HTTP 
Continuation” messages being sent from your computer to gaia.cs.umass.edu.  Recall from our discussion 
in the earlier HTTP Wireshark lab, that is no such thing as an HTTP Continuation message – this is 
Wireshark’s way of indicating that there are multiple TCP segments being used to carry a single HTTP 
message. In more recent versions of Wireshark, you’ll see “[TCP segment of a reassembled PDU]” in the 
Info column of the Wireshark display to indicate that this TCP segment contained data that belonged to an 
upper layer protocol message (in our case here, HTTP). You should also see TCP ACK segments being 
returned from gaia.cs.umass.edu to your computer. 
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3. TCP Basics  

Answer the questions. 

 

4. TCP congestion control in action 
Let’s now examine the amount of data sent per unit time from the client to the server.  Rather than 

(tediously!) calculating this from the raw data in the Wireshark window, we’ll use one of Wireshark’s TCP 
graphing utilities -Time-Sequence-Graph(Stevens) -to plot out data.  

·Select a TCP segment in the Wireshark’s “listing of captured-packets” window. Then select the 
menu: Statistics->TCP Stream Graph-> Time-Sequence-Graph(Stevens). You should see a plot that 
looks similar to the following plot, which was created from the captured packets in the packet trace tcp 
ethereal-trace-1 in http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip (see earlier footnote ): 

 
Here, each dot represents a TCP segment sent, plotting the sequence number of the segment versus the 

time at which it was sent. Note that a set of dots stacked above each other represents a series of packets that 
were sent back-to-back by the sender.  

 

五、过程原始记录(数据、图表、计算等) 

1. Capturing a bulk TCP transfer from your computer to a remote server 
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2. A first look at the captured trace 

Q1: What is the IP address and TCP port number used by the client computer (source) that is transferring the 

file to gaia.cs.umass.edu? To answer this question, it’s probably easiest to select an HTTP message and 

explore the details of the TCP packet used to carry this HTTP message, using the “details of the selected 

packet header window” (refer to Figure 2 in the “Getting Started with Wireshark” Lab if you’re uncertain 

about the Wireshark windows. 

A1: 将文件传输到 gaia.cs.umass.edu 的客户端计算机使用的 IP 地址为：10.236.64.26； 

 

TCP 端口号为：8179； 

 
Q2: What is the IP address of gaia.cs.umass.edu? On what port number is it sending and receiving TCP 
segments for this connection? 
A2: gaia.cs.umass.edu 的 IP 地址是：128.119.245.12； 
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端口号为：80 (http)； 

 

 
 

Q3: What is the IP address and TCP port number used by your client computer (source) to transfer the file 
to gaia.cs.umass.edu? 

A3: 因为我是使用的自己的计算机抓包得到的数据，所以答案同 Q1/A1，IP 地址为：10.236.64.26，

端口号为：8179； 
 
 

 

3. TCP Basics  
Q4: What is the sequence number of the TCP SYN segment that is used to initiate the TCP connection 
between the client computer and gaia.cs.umass.edu? What is it in the segment that identifies the segment as 
a SYN segment? 
A4: 用于在客户端和 gaia.cs.umass.edu 之间发起 TCP 连接的 TCP SYN 段的序列号为 Seq = 0； 

 
在报文段中将同步比特位 SYN 设置为 1 来标识这是一个 SYN segment； 
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Q5: What is the sequence number of the SYNACK segment sent by gaia.cs.umass.edu to the client 
computer in reply to the SYN? What is the value of the Acknowledgement field in the SYNACK segment? 
How did gaia.cs.umass.edu determine that value? What is it in the segment that identifies the segment as a 
SYNACK segment? 
A5: gaia.cs.umass.edu 发送给客户端计算机应答 SYN 的 SYNACK 段的序列号为 Seq = 0， 

SYNACK 段中 Acknowledgement 字段的值为 ACK = 1，该值是由服务器端在客户端计算机发

来的 SYN segment 的序号上增加了 1 而产生的，该过程可以理解为 TCP 连接初始化的一部分； 

 
在报文段中将确认比特位ACK和同步比特位SYN设置为1来标识这是一个SYNACK segment； 

 
Q6: What is the sequence number of the TCP segment containing the HTTP POST command?  Note that 
in order to find the POST command, you’ll need to dig into the packet content field at the bottom of the 
Wireshark window, looking for a segment with a “POST” within its DATA field. 
A6:；包含 HTTP POST 命令的 TCP 段的序号为 Seq = 1； 
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Q7: Consider the TCP segment containing the HTTP POST as the first segment in the TCP connection. What 
are the sequence numbers of the first six segments in the TCP connection (including the segment containing 
the HTTP POST)? At what time was each segment sent? When was the ACK for each segment received? 
Given the difference between when each TCP segment was sent, and when its acknowledgement was 
received, what is the RTT value for each of the six segments? What is the EstimatedRTT value (see Section 
3.5.3, page 239 in text) after the receipt of each ACK? Assume that the value of the EstimatedRTT is equal 
to the measured RTT for the first segment, and then is computed using the EstimatedRTT equation on page 
239 for all subsequent segments. 
(Note: Wireshark has a nice feature that allows you to plot the RTT for each of the TCP segments sent.  
Select a TCP segment in the “listing of captured packets” window that is being sent from the client to the 
gaia.cs.umass.edu server. Then select: Statistics->TCP Stream Graph->Round Trip Time Graph.) 
 
A7: TCP 连接中前六个段（包括包含 HTTP POST 的段）的序号、发送时间、收到 ACK 的时间（相

同颜色的上下一一对应）、每个 TCP 段对应的 SampleRTT 和 EstimatedRTT 分别如下图： 

 
 

EstimatedRTT = (1-α)EstimatedRTT +α *SampleRTT (RFC 6298: α=0.125) 
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作证材料： 
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Q8: What is the length of each of the first six TCP segments? 
 
A8: 这六个 TCP 段的长度均为 1514，有效负载长度均为 1460； 
 

 
 
 
 



- 13 - 

Q9: What is the minimum amount of available buffer space advertised at the received for the entire trace? 
Does the lack of receiver buffer space ever throttle the sender? 
 
A9: 对于整个追踪，接收处通知发送方的最小窗口为 32128，最大窗口为 146048； 

在本次追踪中，不存在接收方缓冲空间的缺乏限制发送方的情况； 
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Q10: Are there any retransmitted segments in the trace file? What did you check for (in the trace) in order to 
answer this question? 
 
A10: 对于整个追踪，并没有出现发送方重传的现象，从 Time-Sequence Graph (Stevens)可以看出，

发送方每隔一定的时间发送一连串的分组，这些分组的序列号 Seq 没有重复，呈增长形势，没有出

现重传的情况； 
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Q11: How much data does the receiver typically acknowledge in an ACK?  Can you identify cases where 
the receiver is ACKing every other received segment (see Table 3.2 on page 247 in the text). 
 
A11: 接收方通常在 ACK 中确认 1460bytes 的数据； 
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可以识别接收方对每一个接收段进行 ack 的情况，如 Q7/A7 中，下表中上下颜色相同的相匹

配； 

 
 

Q12: What is the throughput (bytes transferred per unit time) for the TCP connection? Explain how you 
calculated this value. 
 
A12: TCP 吞吐量(单位时间内传输的字节数)由传输内容所耗费的时间决定。 

在本次追踪中，选取整个连接的时间作为参考时间段，则此次 TCP 连接的平均吞吐量为总的传

输数据与总传输时间的比值。 
传输的数据总量为 153026 bytes，传输花费的总时间为 57.225074-56.430880 = 0.794194 s 
因此本次 TCP 连接的吞吐量为 153026/0.794194 = 192680.881497 bytes/s； 
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4. TCP congestion control in action 

 
Q13: Use the Time-Sequence-Graph(Stevens) plotting tool to view the sequence number versus time plot of 
segments being sent from the client to the gaia.cs.umass.edu server. Can you identify where TCP’s slowstart 
phase begins and ends, and where congestion avoidance takes over? Comment on ways in which the 
measured data differs from the idealized behavior of TCP that we’ve studied in the text. 
 
A13: 在本次追踪中，因为报文段数量有限，无法准确判定慢启动过程是否已经结束、进入拥塞避免

过程； 
 

 
 
 
Q14: Answer each of two questions above for the trace that you have gathered when you transferred a file 
from your computer to gaia.cs.umass.edu 
 
A14: 上述两个问题均已回答，见 Q13/A13； 
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六、结果及分析 

 

1. Capturing a bulk TCP transfer from your computer to a remote server 

我们将使用 POST 方法将存储在计算机上的文件（包含《爱丽丝梦游仙境》的 ASCII文本）传输

到 Web服务器，在使用 Wireshark 捕获从计算机到远程服务器的文件的 TCP传输的数据包。 

 

2. A first look at the captured trace 

 

我们通过 Wireshark抓包分析 TCP 连接的行为和 HTTP消息的传递。在抓包结果中会看到你的计

算机与 gaia.cs.umass.edu 之间的一系列 TCP 和 HTTP 消息，包括 SYN 握手消息和 HTTP POST 消息

等，帮助我们进一步熟悉 TCP报文段的构成。 

 

3. TCP Basics 

 

在本部分，通过实践来回答问题，我们对序号、确认号的认识进一步深化，并且对于估计 RTT有

了更深刻的理解，可以识别接收方对每一个接收段进行 ACK 的情况，如 Q7/A7 中，帮助我们进一步

熟悉 TCP协议； 

 

4. TCP congestion control in action 

 

该部分是关于 TCP 拥塞控制的内容。通过使用 Wireshark 的 TCP 图形化工具 Time-Sequence 

Graph(Stevens)来绘制客户端向服务器发送的每个单位时间的数据量。通过对图片的分析，我们可

以知道在传输过程中是否发生丢包、重传等情况，也可以分析哪些时间属于慢启动过程、哪些时间

属于拥塞避免过程； 

 

 

总的来讲，本次实验成功完成，熟悉了 TCP协议的相关内容。 
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七、上机实验总结 

 

通过本次实验，我学习了如何在 Windows11 系统上利用 Wireshark 软件对 TCP 协议进行抓包分

析，实现了如下目标： 

·可靠数据传输机制：TCP 使用序列号和确认号实现可靠数据传输； 

·HTML 文件检索：实验中通过传输一个 150KB的 HTML文件，观察 TCP的分段传输和接收； 

·拥塞控制：观察 TCP 的慢启动和拥塞避免算法的运作，以避免网络拥塞； 

·流量控制机制：TCP的接收方通过窗口流量控制机制，控制发送端发送的数据量，以避免接收

方负荷过重； 

·TCP 连接性能：实验中还研究了计算机和服务器之间 TCP 连接的性能，包括吞吐量和往返时

间。 

总之，本实验通过对 TCP 协议的详细研究，深入理解了 TCP 协议的各种机制和特点，有助于我

们更好地了解 TCP协议，进而优化网络传输性能。 


