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In this lab, we’ll investigate the behavior of the celebrated TCP protocol in detail.

» we’ll do so by analyzing a trace of the TCP segments sent and received in transferring a 150KB
file (containing the text of Lewis Carrol’s Alice’s Adventures in Wonderland) from your computer to a
remote server.

» we’ll study TCP’s use of sequence and acknowledgement numbers for providing reliable data
transfer; * Retrieving large HTML files;

» we’ll see TCP’s congestion control algorithm — slow start and congestion avoidance — in action;

* we’ll look at TCP’s receiver-advertised flow control mechanism.

* we’ll also briefly consider TCP connection setup and we’ll investigate the performance
(throughput and round-trip time) of the TCP connection between your computer and the server.

Before beginning this lab, you’ll probably want to review sections 3.5 and 3.7 in the text.

— BEA[RE

Wireshark: Wireshark is a popular network protocol analysis tool that captures network traffic and analyzes
the communication process of various protocols. It is a free and open-source software that can run on multiple
operating systems including Windows, Mac OS X, and Linux. Wireshark captures packets from a network
interface and can analyze them in real-time or offline. It supports various protocols such as TCP, UDP, IP,
HTTP, FTP, DNS, ICMP, and can also decode TLS and SSL encrypted traffic. By using Wireshark, users can

perform deep analysis of network communication processes, including understanding the data type, protocol
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header information, packet transmission time, and relationships between different packets. This is extremely

useful for network administrators and security professionals.

TCP: TCP (Transmission Control Protocol) is a reliable, connection-oriented protocol that allows for the
transmission of data across networks. It is responsible for establishing and maintaining a connection between
two devices, ensuring that data is correctly acknowledged and re-transmitted if necessary. TCP operates by
breaking data into smaller segments, each of which is sent across the network separately. These segments are
then reassembled at the receiving device to recreate the original data. It also includes mechanisms for flow
control, congestion control, and error detection, which help to ensure that data is transmitted efficiently and
accurately. Due to its reliable nature, TCP is commonly used for applications such as email, file transfer, and
web browsing, where the accuracy and completeness of data are critical. Overall, TCP is a fundamental
protocol for modern networking that has played a key role in enabling the internet to grow and evolve over

the past few decades.

Windows: Here are the steps to use Wireshark software on Windows for analyzing TCP protocol:

* Download and install Wireshark software on your Windows 11 computer.

* Open Wireshark and click on the "Start Capture" button to begin capturing network traffic.

* From the drop-down menu, select "Capture Filters" and choose the TCP protocol.

* Once you have selected the TCP protocol, click on the "Start" button to begin the capture process.

* As network traffic is captured, you can view the data in the Wireshark console.

* To further analyze the captured data, use the Wireshark tools to filter and sort the data in various ways.

* You can use the packet details window to view detailed information about each individual packet
captured.

* You can also export the captured data to other applications or save them for later analysis.

=. ERANRE. B
Software: Windowsll && Wireshark && Firefox;

Hardware: Lenovo Legion R9000P2021H.
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1. Capturing a bulk TCP transfer from your computer to a remote server

Before beginning our exploration of TCP, we’ll need to use Wireshark to obtain a packet trace of the
TCP transfer of a file from your computer to a remote server. You’ll do so by accessing a Web page that
will allow you to enter the name of a file stored on your computer (which contains the ASCII text of Alice
in Wonderland), and then transfer the file to a Web server using the HTTP POST method (see section 2.2.3
in the text). We’re using the POST method rather than the GET method as we’d like to transfer a large
amount of data from your computer to another computer. Of course, we’ll be running Wireshark during this
time to obtain the trace of the TCP segments sent and received from your computer.

Do the following:

1) Start up your web browser. Go the http://gaia.cs.umass.edu/wireshark—labs/alice.txt and retrieve an ASCII
copy of Alice in Wonderland. Store this file somewhere on your computer.

2) Next go to http://gaia.cs.umass.edu/wireshark-labs/TCP-wireshark-file1.html.

3) You should see a screen that looks like:

4) Use the Browse button in this form to enter the name of the file (full path name) on your computer
containing Alice in Wonderland (or do so manually). Don’t yet press the “Upload alice.txt file” button.

5) Now start up Wireshark and begin packet capture (Capture->Start) and then press OK on the Wireshark
Packet Capture Options screen (we’ll not need to select any options here).

6) Returning to your browser, press the “Upload alice.txt file” button to upload the file to the
gaia.cs.umass.edu server. Once the file has been uploaded, a short congratulations message will be
displayed in your browser window.

7) Stop Wireshark packet capture. Your Wireshark window should look similar to the window shown below.

2. A first look at the captured trace

Before analyzing the behavior of the TCP connection in detail, let’s take a high level view of the trace.

e First, filter the packets displayed in the Wireshark window by entering “tcp” (lowercase, no
quotes, and don’t forget to press return after entering!) into the display filter specification window
towards the top of the Wireshark window.

What you should see is series of TCP and HTTP messages between your computer and gaia.cs.umass.edu.
You should see the initial three-way handshake containing a SYN message. You should see an HTTP
POST message. Depending on the version of Wireshark you are using, you might see a series of “HTTP
Continuation” messages being sent from your computer to gaia.cs.umass.edu. Recall from our discussion
in the earlier HTTP Wireshark lab, that is no such thing as an HTTP Continuation message — this is
Wireshark’s way of indicating that there are multiple TCP segments being used to carry a single HTTP
message. In more recent versions of Wireshark, you’ll see “[ TCP segment of a reassembled PDU]” in the
Info column of the Wireshark display to indicate that this TCP segment contained data that belonged to an
upper layer protocol message (in our case here, HTTP). You should also see TCP ACK segments being
returned from gaia.cs.umass.edu to your computer.



3. TCP Basics

Answer the questions.

4. TCP congestion control in action

Let’s now examine the amount of data sent per unit time from the client to the server. Rather than
(tediously!) calculating this from the raw data in the Wireshark window, we’ll use one of Wireshark’s TCP
graphing utilities -Time-Sequence-Graph(Stevens) -to plot out data.

* Select a TCP segment in the Wireshark’s “listing of captured-packets” window. Then select the
menu: Statistics->TCP Stream Graph-> Time-Sequence-Graph(Stevens). You should see a plot that
looks similar to the following plot, which was created from the captured packets in the packet trace tcp
ethereal-trace-1 in http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip (see earlier footnote ):

77 TCP Graph 8: tcp-ethereal-trace-1 192.168.1.102:1161 -> 128.119 =[]

Sequens:
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Here, each dot represents a TCP segment sent, plotting the sequence number of the segment versus the
time at which it was sent. Note that a set of dots stacked above each other represents a series of packets that
were sent back-to-back by the sender.
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1. Capturing a bulk TCP transfer from your computer to a remote server

@ | Upload page for TCP Wireshark | X |+ v - X
<« c @ O @ gala.csumass.edu/wireshark-lab wireshark-file %0 Y a a =
Dxmesus @ wrbs Dsmmt © msms Oemiam sz
Upload page for TCP Wireshark Lab

Computer Networking: A Top Down Approach, 6th edition

Copyright 2012 J.F. Kurose and K.W. Ross, Al Rights Reserved

If you have followed the instructions for the TCP Wireshark Lab, you have already downloaded an ASCII copy of Alice and from http://gaia.cs uma: wiresharklabs/alice txi and you also already have the Wireshark packet sniffer running and capturing

packets on your computer.

Click on the Browse button below to select the directory/file name for the copy of alice.txt that is stored on your computer.

Once you have selected the file, click on the "Upload alice.xt file" button below. This will cause your browser to send a copy of alice.txt over an HTTP connection (using TCP) to the web server at gaia.cs.umass.edu. After clicking on the button, wait until a short message
is displayed indicating the the upload is complete. Then stop your Wireshark packet sniffer - you're ready to begin analyzing the TCP transfer of alice.txt from your computer fo gaia.cs.umass.edull

Upload alice.txt ile

o Wireshark-Lab-TCP-Tracel.pcapng



2. A first look at the captured trace

Q1: What is the IP address and TCP port number used by the client computer (source) that is transferring the
file to gaia.cs.umass.edu? To answer this question, it’s probably easiest to select an HTTP message and
explore the details of the TCP packet used to carry this HTTP message, using the “details of the selected
packet header window” (refer to Figure 2 in the “Getting Started with Wireshark™ Lab if you’re uncertain

about the Wireshark windows.

Al: ¥R 2 gaia.cs.umass.edu %57 St S FH ) TP Hikiky:  10.236.64.26;

No. Time Source Destination Protocal Length Info
1191 56.169943010.236.64.26 128.119.245.12 TCP 66 8179 > http [SYN] Seg=0 Win=64240 Len=0 M55=1460 WS=256 SACK_PERM=1
1196 56.425701010.236.64.26 128.119.245.12 TCP 66 8180 > http [SYN] Seq=0 Win=64240 Len=0 M55=1460 W5=256 SACK_PERM=1
1197 56.4305250128.119.245.12 10.236.64.26 TCP 66 http > 8179 [SYN, ACK] Seq=0 Ack=1 win=29200 Len=0 MS5=1460 SACK_PERM=1 W5=128
1198 56.4306400010.236.64.26 128.119.245.12 TCP 54 8179 > http [Ack] seq=1 Ack=1 win=131328 Len=0
1199 56.4308800[10. 236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1200 56.4309110010.236. 64,26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1201 56.4309130§10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1202 56.4309140§10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1203 56.4309160010.236.64.26 128.119.245.12 TCP 1514 [TcP segment of a reassembled pDU]
1204 56.4309200010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1205 56.4309220[10. 236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1206 56.4309240§10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1207 56.4309260§10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1208 56.4309280010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1211 56.6868360128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=1461 Win=32128 Len=0
1212 56.686905010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1213 56.686915010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1214 56.6870450128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] seq=1 Ack=2921 win=35072 Len=0
1215 56.6870460128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=4381 Win=38016 Len=0
1216 56.6870460128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=5841 Win=40960 Len=0
1217 56.6870470128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seq=1 Ack=7301 win=43904 Len=0
1218 56.6870470128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seq=1 Ack=8761 wWin=46720 Len=0
1219 56.6870470128.119.245.12 10.236.64.26 TCP 60 http > 8179 [Ack] seg=1 Ack=10221 win=49664 Len=0
1220 56.6870470128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=11681 Win=52608 Len=0
1221 SR RRTNATNI28 11Q 2485 12 1N 23R RA TR TR AN httn - R170 Fark] San=1 Ark=12141 Win=55557 1 an=N

TCP % 5 4: 8179;
Frame 1199: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, Src: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31), Dst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c)
Internet Protocol version 4, src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
Transmission control Protocol, Src Port:|8179 (8179)L Dst port: http (80), Seq: 1, ack: 1, Len: 1460
Source port: 8179 (8179)
Destination port: http (80)
[stream index: 34]

OEEH

sequence number: 1 (relative sequence number)
[Next sequence number: 1461 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Tength: 20 bytes
® Flags: 0x010 (ACK)
Window size value: 513
[calculated window size: 131328]
[wWindow size scaling factor: 256]
# Checksum: Oxceec [validation disabled]
® [SEQ/ACK analysis]
TCP segment data (1460 bytes)

Q2: What is the IP address of gaia.cs.umass.edu? On what port number is it sending and receiving TCP
segments for this connection?
A2: gaia.cs.umass.edu [ IP Hiht & 128.119.245.12;

No. Time Source Destination Protocal Length Info
1191 56.169943010.236.64.26 128.119.245.12 TCP 66 8179 > http [SYN] Seg=0 Win=64240 Len=0 M55=1460 WS=256 SACK_PERM=1
1196 56.425701010.236.64.26 128.119.245.12 TCP 66 8180 > http [SYN] Seq=0 Win=64240 Len=0 MS5=1460 WS=256 SACK_PERM=L
1197 56.4305250128.119.245.12 10.236.64.26 TCP 66 http > 8179 [syN, ack] Seq=0 Ack=1 win=29200 Len=0 MSS=1460 SACK_PERM=1 WS=128
1198 56.430640010.236.64.26 128.119.245.12 TCP 54 8179 > http [Ack] Seq=1 Ack=1 win=131328 Len=0
1199 56.430880010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1200 56.430911010.236.64. 26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1201 56.430913010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1202 56.430914010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1203 56.430916010.236.64. 26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1204 56.430920010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1205 56.430922010.236.64. 26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1206 56.430924010.236.64. 26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1207 56.430926010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1208 56.430928010.236.64. 26 128.119.245.12 TCP 1514 [TcP segment of a reassembled PDU]
1211 56.6868360128.119.245.12 10.236.64.26 TCP 60 http > B179 [ACK] Seq=1 Ack=1461 win=32128 Len=0
1212 56.686905010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
12132 56.686915010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1214 56.6870450128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=2921 Win=35072 Len=0
1215 56.6870460128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ack] seg=1 Ack=4381 win=38016 Len=0
1216 56.6870460128.119.245.12 10.236.64.26 TCP 60 http > B179 [ACK] Seq=1 Ack=5841 win=40960 Len=0
1217 56.6870470128.119,245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=7301 win=43904 Len=0
1218 56.6870470128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=8761 Win=46720 Len=0
1219 56.6870470128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ACK] Seg=1 Ack=10221 Win=49664 Len=0
1220 56.6870470128.119.245.12 10.236.64.26 TCP 60 http > 8179 [ack] seg=1 Ack=11681 win=52608 Len=0
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Uig 15 4: 80 (http);
Frame 1199: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, src: 74:4c:al:a5:b4:31 (F4:4c:al:a5:b4:31), Dst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5¢)
Internet Protocol version 4, src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
Transmission Control Protocol, Src Port: 8179 (8179),|Dst Port: http (80) ) Seq: 1, Ack: 1, Len: 1460
Source port: B179 (B179)
Destination port: http (80)
[stream index: 34]

ODEEE

Sequence number: 1 (relative sequence number)
[Next sequence number: 1461 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header length: 20 bytes
[ Flags: Ox010 (acCK)
wWindow size wvalue: 513
[calculated window size: 131328]
[window size scaling factor: 256]
@ Checksum: Oxceec [validation disabled]
® [SEq/acK analysis]
TCP segment data (1460 bytes)

Frame 1214: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, src: cO:b8:e6:al:c9:12 (cO:bB:e6:al:c9:12), Dst: 74:4c:al:a5:b4:31 (F4:4c:al:a5:b4:31)
Internet Protocol version 4, srg: 128,119 245,12 {i28.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission control Protocol, |Src Port: http (B0)| Dst Port: 8179 (B179), sSeq: 1, Ack: 2921, Len: O
source port: http (80)
Destination port: 8179 (8179)
[stream index: 34]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 2921 (relative ack number)
Header Tength: 20 bytes
@ Flags: Ox010 (ack)
window size value: 274
[calculated window size: 35072]
[window size scaling factor: 128]
# Checksum: 0x1619 [validation disabled]
@ [SEQ/ack analysis]

OEEH

Q3: What is the IP address and TCP port number used by your client computer (source) to transfer the file
to gaia.cs.umass.edu?

A3: RN A CRTH SIS 25, BrLAE%HE QI/AL, 1P #ilih: 10.236.64.26,

Ui 154 8179;
1199 56.4308800[0. 236. 64. 261 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
= Transmission control Protocol, [Erc Port: 8179 (8179)] Dst Port: http (80), Seq: 1, Ack: 1, Len: O

3. TCP Basics

Q4: What is the sequence number of the TCP SYN segment that is used to initiate the TCP connection
between the client computer and gaia.cs.umass.edu? What is it in the segment that identifies the segment as
a SYN segment?

Ad: HTAEZ Pl gaia.cs.umass.edu 2 [A] &2 TCP #H:1 TCP SYN Btff1/7 %55~ Seq = 0;

Filter: |ip.addr==128.119.245.12 && tcp.port==8179 ~ | Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info
1191 56.1699430 10. 236.64. 26 128.119.245.12 TCP 66 8179 > http |[SYN] Seq=0|win=64240 Len=0 MSS=1460 WS=256 SACK_PERM<L
1197 56.4305250128.119. 245,12 10.236.64.26 TcP 66 http > 8179 [5VN, ACK] 5eq=0 Ack=l Win=29200 Len=0 MSS=1460 SACK_PERM=1 WS=128
1198 56.4306400 10. 236.64. 26 128.119.245.12 Tce 54 8179 > hrtp [ACK] Seq=l Ack=1 Win=131328 Len=0

FEMSCB A AP LR AL SYN BN 1 RFRIRIX 2 —> SYN segment;
= Flags: 0x002 (SYN)
000. .... .... = Reserved: Not set
.0 ..., .... = Nonce: Not set
0... .... = Ccongestion window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
.0. .... = Urgent: Not set
.0 .... = Acknowledgment: Not set
0... = Push: Not set
veee «vo.. .0.. = Reset: Not set
EF.—. .... ..1I. = 5yn: set |
= [Expert Info (Chat/sequence): Connection establish request (SYN): server port http]
[Message: Connection establish request (SyN): server port http]
[Severity Tlevel: chat]
[Group: Sequence]
vese sees 2..0 = Fin: NOTU set
wWindow size value: 64240
[Calculated window size: ©84240]




QS: What is the sequence number of the SYNACK segment sent by gaia.cs.umass.edu to the client
computer in reply to the SYN? What is the value of the Acknowledgement field in the SYNACK segment?
How did gaia.cs.umass.edu determine that value? What is it in the segment that identifies the segment as a
SYNACK segment?

AS: gaia.cs.umass.edu KIEZ % P Ui tHHALRZF SYN () SYNACK Bt ()7 4154 Seq=0,
SYNACK B+ Acknowledgement “FEIME N ACK =1, %A & HARSS S um /e & P im i B ALK
K] SYN segment )75 B4 7 1102 A1, 1Zad B2 0] DLERAEA TCP 3EHAI AL — 5553

Filter: | ip.addr==128.119.245.12 && tcp.port==8179 | Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info

1191 56.1699430 10.236.64.26 128.119,245.12 TCP 66 8179 > http [SYN] Seq=0 win—64240 |en=0 MS5=1460 WS=256 SACK_PERM=L
1197 56.4305250128.119.245.12 10.236. 64. 26 TCP 66 http > 8179 [[SYN, ACK] Seq=0 Ack=1|wWin=29200 Len=0 MS5=1460 SACK_PERM=1 WS=128
1198 56.4306400 10.236.64.26 128.119,245,12 TCP 54 8179 > http [ACK] Seq=1 Ack=1 win=131328 Len=0

TERR OB A LURRAL ACK ATRZE LERRAL SYN W B N 1 R AR IHIX & — 1~ SYNACK segment;
= Flags: 0x012 (SYN, ACK)
000. Reserved: Not set
= NONCE&: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
urgent: Not set
Agynowledqment: set |
Push: Not set
Reset: Not set
Ll = Syn: Set
= [Expert Into (Chat/Sequence): Connection establish acknowledge (SYN+ACK): server port http]
[Message: Connection establish acknowledge (SYN+ACK): server port http]
[Severity level: Chat]
[Group: sequence]
I ¢ Fin:
window size value: 29200
[calculated window size: 292001
Q6: What is the sequence number of the TCP segment containing the HTTP POST command? Note that

in order to find the POST command, you’ll need to dig into the packet content field at the bottom of the
Wireshark window, looking for a segment with a “POST” within its DATA field.
A6:; L7 HTTP POST 41 TCP B/ 75~ Seq=1;

Filter: | ip.addr==128.119.245.12 && tcp

MOT set

| Expression... Clear Apply Save

No. Destination

128.119.245.12

Time Source
1191 56.169943010.236. 64.26

Protocol Length Info

TCP 66 8179 > http [SYN]

1196 56.425701010.236.64.26 128.119.245.12 TCP 66 8180 > http [sYN]
1197 56.4305250128.119.245.12 10.236.64.26 TCP 66 http > 8179 [SYN,
1198 56.430640010.236.64.26 128.119.245.12 TCP 54 8179 > http [ACK]
1199 56.4308800 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of

1200 56.430911010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a
1201 56.430913010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a
1202 56.430914010.236.64.26 128.119.245.12 TCP 1514 [TcP segment of a
1203 56.430916010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a
1204 56.430920010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a
1205 56.430922010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a
1206 56.430924010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a
1207 56.430926010.236.64.26 128.119.245.12 TCP 1514 [TcP segment of a
1208 56.430928010.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a
1211 56.6868360128.119.245.12 10.236.64.26 TCP 60 http > 8179 [AcK]

Seq=0 Win=64240 Len=0 M55=1460 W5S=256 SACK_PERM=1

Seq=0 Win=64240 Len=0 MS5=1460 WS=256 SACK_PERM=1

ACK] seq=0 Ack=1 win=29200 Len=0 MSS=1460 SACK_PERM=1 wWS=128
Seq=1 Ack=1 Win=131328 Len=0

a reassembled PDU]

reassembled
reassembled
reassembled
reassembled
reassembled
reassembled
reassembled
reassembled PDU]

reassembled PDU]

Sea=1 Ack=1461 wWin=32128 Len=0

PDU]
PDU]
PDU]
PDU]
PDU]
PDU]
PDU]

Frame 1199: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112

bits) on interface 0

thernet II, src: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31), pst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c)
Internet Protocol version 4, Src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
= Transmission Control Protocol, src Port: 8179 (8179), Dst Port: http (80), Seqg: 1, Ack: 1, Len: 1460

source port: 8179 (8179)
pestination port: http (80)
stream index: 34

NexT sequence number:

(relative sequence number)
1461 (relative sequence number)]
(relative ack number)

Acknowledgment number: 1

Header length: 20 bytes
= Flags: 0x010 (ACK)

000.

= Reserved: Not set
= Nonce: Not set
. = Congestion window Reduced (CWR): Not set
ECN-Echo: Not set
urgent: Not set
. = Acknowledgment: Set
. = Push: Not set
. = Reset: Not set

= Syn: Not set
........... 0 = Fin: Not set
window size value: 513
[calculated window size: 131328]
[window size scaling factor: 256]
Checksum: Oxceec [validation disabled]
[seq/ack analysis]
TCP segment data (1460 bytes)

T: Mozil
windows
wWing4;
109.0) 6
00101 Fi

x64; rv:
ecko/201
refox/11 1.0..AccC
ept: tex t/html.a
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Q7: Consider the TCP segment containing the HTTP POST as the first segment in the TCP connection. What
are the sequence numbers of the first six segments in the TCP connection (including the segment containing
the HTTP POST)? At what time was each segment sent? When was the ACK for each segment received?
Given the difference between when each TCP segment was sent, and when its acknowledgement was
received, what is the RTT value for each of the six segments? What is the EstimatedRTT value (see Section
3.5.3, page 239 in text) after the receipt of each ACK? Assume that the value of the EstimatedRTT is equal
to the measured RTT for the first segment, and then is computed using the EstimatedRTT equation on page
239 for all subsequent segments.

(Note: Wireshark has a nice feature that allows you to plot the RTT for each of the TCP segments sent.
Select a TCP segment in the “listing of captured packets” window that is being sent from the client to the
gaia.cs.umass.edu server. Then select: Statistics->TCP Stream Graph->Round Trip Time Graph.)

A7: TCP EEFRI AN (A4 HTTPPOST WED TS . KiERA. W] ACK MR (FH
[FBE B ——X R BAS TCP By B 1) SampleRTT Al EstimatedRTT 4373 41 F ] -

Mumber Time Size PayvloadSize relative sn# relative ack#
1199 5643088 1514 1460 1 1
1200 56430911 1514 1460 1461 1
1201 56430913 1514 1460 2921 1
1202 56430914 1514 1460 4381 1
1203 56430916 1514 1460 5341 1
1204 5643092 1514 1460 7301 1
1211 56686836 60 0 1 1461 [ GG
1214 56687045 60 0 1 2921
1215 56687046 60 0 1 4381
1216 56687046 60 0 1 5841
1217 56687047 60 0 1 7301
1218 56687047 60 0 1 8761

EstimatedRTT = (1- a )EstimatedRTT + a *SampleRTT (RFC 6298: a =0.125)

Mumbel SendTime AckTime SampleRTT EstimatedRTT
1199 5643088 56.68684 0.255956 0.255956
1200 5643091 5668705 0256134 0.255978
1201 5643091 5668705 0256133 0.255998
1202 5643091 5668705 0256132 0.256014
1203 5643092 5668705 0256131 0.256028
1204 5643092 5668705 0256127 0.256041

[ TCP Graph 4: Wireshark-Lab-TCP-Trace1.pcapng 10.236.64.26:8170 -> 128.118.245.12:80 - o X

RTT[5]

ooooooooooo



VEIER KL :

. b4, 2o 128,119, 245,17 TCP 1514 [TCP sedﬁent of a reassemble
56.430911000 10.236.64.26 128.119.245.12 TCP 1514 [TcP segment of a reassembled PDU]
201 56.430913000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
202 56.430914000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
203 56.430916000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
.430920000 .119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1205 56.4320922000 10..236.64. 26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1206 56.430924000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1207 56.4320926000 10.236.64. 26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1208 56.430928000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
211 56.686836000 128.119.245.12 10.236.64. 26 TCP 60 http > 8179 [ACK] Seg=1 Ack=1461 Win=32128 Len=0|
1212 56.686905000 10.236.64.26 128.110.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1213 56.686915000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1214 56.687045000 128.119.245.12 10.236.64. 26 TCP 60 http > 8179 [ACK] Seg=1 Ack=2921 Win=35072 Len=0
1215 56.687046000 128.119.245.12 10.236.64. 26 TCP 60 http > 8179 [ACK] Seg=1 Ack=4381 Win=38016 Len=0
1216 56.687046000 128.119.245.12 10.236.64. 26 TCP 60 http > 8179 [ACK] Seg=1 Ack=5841 Win=40960 Len=0
1217 128.119.245.12 10.236. 60 http > 8179 [ACK] Seg=1 Ack=7301 wWin=43904
8 56 8 g, 24 0 5 B179 [A eq=1 Ack=876 in=46720

1199 56.430880000 10.236.64. 26

F Frame 1199: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
@ Ethernet II, Src: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31), Dst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5¢c)
& Internet Protocol Version 4, Src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
= Transmission Control Protocol, Src Port: 8179 (8179), Dst port: http (80), Seq: 1, aAck: 1, Len: 1460
Source port: 8179 (8179)
pestination port: http (80)
[stream index: 34]

Isequence number: 1 (relative seguence number) |
[Next sequence number: 1461 (relative sequence number)]
[EcknowTedgment_number: 1 {relative ack number) |
Header Tength: 20 bytes
@ Flags: 0x010 (ACK)
window size wvalue: 513
[calculated window size: 131328]
[window size scaling factor: 256]
= Checksum: Oxceec [validation disabled]
[Good Checksum: False]
[Bad checksum: False]
= [SEQ/ACK analysis]
[Bytes in flight: 1460]

| TCP segment data (1460 bytes)|
1200 56.430911000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]

Frame 1200: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, Src: 74:4c:al:a5:b4:31 (F4:4c:al:a5:b4:31), Dst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c)
Internet Protocol version 4, src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
Transmission Control Protocol, Src Port: B179 (8179), Dst Port: http (B0), Seq: 1461, Ack: 1, Len: 1460
Source port: 8179 (8179)
Destination port: http (80)
[stream index: 34]
| sequence number: 1461 (relative seguence number )|
[NexT sequence number: 2921 (relative sequence number)]
|Ackn0w|edgment ngﬂper: 1 (relative ack number"
Header Tength: 20 bytes
® Flags: O0x010 (ACK)
wWindow size value: 513
[Calculated window size: 131328]
[window size scaling factor: 256]
= checksum: 0xf12f [validation disabled]
[Good Checksum: False]
[Bad checksum: False]
= [SEQ/ACK analysis]
[Bytes in flight: 2920]
Reassembled PDU in frame: 1350
TCP segment data (1460 bytes)

OEBEB




1201 56.430913000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]

Frame 1201: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, src: 74:4c:al:a5:b4:31 (F4:4c:al:a5:b4:31), Dst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c)
Internet Protocol version 4, Src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
Transmission Control Protocol, Src Port: B179 (B179), Dst Port: http (80), Seq: 2921, ack: 1, Len: 1460
Source port: 8179 (8179)
Destination port: http (80)
[stream index: 34]
|Seguence number: 2921 {(relative sequence qgmper) |
[Next sequence number: 4381 (relative sequence number)]
| Acknowledgment number: 1 (relative ack number) |
Header length: 20 bytes
@ Flags: 0x010 (ACK)
window size value: 513
[calculated window size: 131328]
[window size scaling factor: 256]
= Checksum: 0x0751 [validation disabled]
[Good checksum: False]
[Bad checksum: False]
= [SEQ/ACK analysis]
[Bytes in flight: 4380]

OB BB

Reassembled PDU in frame: 1350]
TCP segment data (1460 bytes)|

1202 56.430914000 10.236.64.26 128.119.245.12

& Frame 1202: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0

= Ethernet II, src: 74:4c:al:a5:b4:31 (F4:4c:al:a5:b4:31), Dst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5cC)

# Internet Protocol Version 4, Src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)

= Transmission control Protocol, Src Port: B179 (8179), Dst Port: http (80), sSeq: 4381, ack: 1, Len: 1460
Source port: 8179 (8179)
pestination port: http (80)

stream index: 34]
|Sequence number: 4381 (relative sequence number)|

[Next sequence number: 5841 (relative sequence number)]
| Acknow [edgment number: 1 (relative ack number) |
Header length: 20 bytes
[ Flags: Ox010 (ACK)
window size value: 513
[Calculated window size: 131328]
[window size scaling factor: 256]
= Checksum: 0Ox4d3b [validation disabled]
[Good checksum: False]
[Bad Checksum: False]
= [SEQ/ACK analysis]
[Bytes in flight: 3840]
Reassembled PDU in frame: 1350
CP segment data (1460 bytes)

1203 56.430916000 10.236.64.26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]

Frame 1203: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, Src: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31), Dst: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c)
Internet Protocol Version 4, Src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
Transmission control Protocol, Src Port: 8179 (8179), Dst Port: http (80), Seq: 5841, ack: 1, Len: 1460
Source port: 8179 (8179)
pestination port: http (80)
[stream index: 34]
[Eequence number: 5841 (relative sequence number)|
[Next sequence number: 7301 (relative sequence number)]
EcEnow eaament numﬁer: 1 {relative acE numEeril
Header length: 20 bytes
Flags: 0x010 (ACK)
window size value: 513
[calculated window size: 131328]
[window size scaling factor: 256]
= checksum: 0x9719 [validation disabled]
[Good Cchecksum: False]
[Bad Checksum: False]
= [seEq/ack analysis]
[Bytes in flight: 7300]
Reassembled PDU in frame: 1350
CP segment data (1460 bytes)

DEEE
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1204 56.430920000 10.236.64.26 128.119.245.12 1514 [TCP segment of a reassembled PDU]

Frame 1204: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, Src: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31), Dst: 30:0d:%9e:22:dc:5c (30:0d:9e:22:dc:5c)
Internet Protocol version 4, src: 10.236.64.26 (10.236.64.26), Dst: 128.119.245.12 (128.119.245.12)
Transmission Control Protocol, Src Port: 8179 (8179), Dst Port: http (B0), Seq: 7301, ack: 1, Len: 1460
Source port: B179 (8179)
Destination port: http (80)
[stream index: 34]

OEBB

|Sequence number: 7301 (relative sequence number) |
[Next sequence number: B761 (relative sequence number)]
lacknowledgment number: 1 (relative ack number) |

Header length: 20 bytes
@ Flags: 0x010 (ack)
window size value: 513
[calculated window size: 131328]
[window size scaling factor: 256]
= Checksum: 0x662e [validation disabled]
[Good Checksum: False]
[Bad checksum: False]
= [sEq/ack analysis]
[Bytes in flight: 8760]
reassembled PDU in frame: 1350
TCP segment data (1460 bytes)

1211 56.686836000 128.119.245.12 10.236.64.26 60 http > 8179 [ACK] Seq=1 Ack=1461 Win=32128 Len=0

Frame 1211: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, sSrc: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c¢), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol Version 4, Src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: 8179 (B179), Seq: 1, Ack: 1461, Len: 0
Source port: http (80)
Destination port: 8179 (8179)
. X q

OHEE

Sequence number: 1 (relative sequence number)
Acknowledgment number: 1461 (relative ack number)
Header length: 20 bytes
@ Flags: 0x010 (ACK)
Window size value: 251
[calculated window size: 32128]
[window size scaling factor: 128]
= Checksum: 0xlbe4 [validation disabled]
[Good checksum: False]
[Bad checksum: False]
= [sEqQ/ACK analysis]
[This is an ACK to the segment in frame: 11997

[The RTT to ACK the segment was: 0.255956000 seconds]
1214 56. 687045000 128.119.245.12 10. 236.64. 26 60 http > 8179 [AcCK] sSeq=1 Ack=2921 win=35072 Len=0

Frame 1214: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, src: c0:b8:e6:al:c9:12 (cO:b8:e6:al:c9:12), Dst: 74:4c:al:a5:b4:31 (F4:4c:al:a5:b4:31)
Internet Protocol Version 4, Src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: 8179 (8179), Seq: 1, Ack: 2921, Len: 0O
Source port: http (80)
Destination port: 8179 (8179)
[stream index: 34]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 2921 (relative ack number)
Header length: 20 bytes
# Flags: 0x0L10 (ACK)
wWindow size value: 274
[calculated window size: 35072]
[window size scaling factor: 128]
= Checksum: 0x1619 [validation disabled]
[Good Cchecksum: False]
[Bad checksum: False]
= [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 1200]

OHEE

[The RTT to ACK the segment was: 0.256134000 seconds]
1215 56.687046000 128.119. 245.12 10.236.64.26 60 http > 8179 [ACK] Seq=1 Ack=4381 Win=38016 Len=0

Frame 1215: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet IT, src: c0O:bB:e6:al1:c9:12 (c0:bB:e6:a1:c9:12), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol Version 4, Src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: 8179 (8179), Seq: 1, Ack: 4381, Len: 0
Source port: http (80)
Destination port: 8179 (8179)
[stream index: 34]
Sequence number: 1 (relative sequence number) |
Acknowledgment number: 4381 (relative ack number
Header length: 20 bytes
# Flags: 0x010 (ACK)
window size value: 297
[calculated window size: 38016]
[window size scaling factor: 128]
= Checksum: 0x104e [validation disabled]
[Good checksum: False]
[Bad checksum: False]
= [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 120117
[The RTT to ACK the segment was: 0.256133000 seconds]

OHBE
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1216 56.687046000 128.119.245.12 10.236.64. 26 60 htt > 8179 ACK Se=1 Ack=5841 Win=40960 Len=0

Frame 1216: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, src: cO0:b8:e6:al:c9:12 (cO:b8:e6:al:c9:12), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol Version 4, Src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: B179 (8179), Seq: 1, Ack: 5841, Len: 0
source port: http (80)
Destination port: 8179 (8179)
[stream index: 34]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 5841 (relative ack number)
Header length: 20 bytes
Flags: 0x010 (ACK)
window size value: 320
[calculated window size: 40960]
[window size scaling factor: 128]
= checksum: 0x0a83 [validation disabled]
[Good checksum: False]
[Bad checksum: False]
= [seq/ack analysis]
[This is an ACK to the segment in frame: 12027
[The RTT To ACK the segment was: 0.256132000 seconds]

OEEE

1217 56. 687047000 128.119.245.12 10.236.64.26 60 htt > 8179 [ACK] Se=1 Ack=7301 win=43904 Len=0

Frame 1217: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: c0:b8:ef:al:c9:12 (cO:b8:e6:al:c9:12), Dst: 74:4c:al:a5:b4:31 (F4:4c:al:a5:b4:31)
Internet Protocol version 4, Src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: 8179 (8179), seq: 1, ack: 7301, Len: O
Source port: http (B0)
Destination port: 8179 (8179)
[stream index: 34]
|Sequence number: 1 (relative sequence number) |
Acknowledgment number: 7301 (relative ack number
Header length: 20 bytes
Flags: 0x010 (ACK)
wWindow size value: 343
[calculated window size: 43904]
[window size scaling factor: 128]
= Checksum: 0x04b& [validation disabled]
[Good checksum: False]
[Bad Checksum: False]
= [SEqQ/AcK analysis]
[This is an ACK to the segment in frame: 1203]
[The RTT to ACK The segment was: 0.25356131000 seconds]

DEHBE

1218 56.687047000 128.119.245.12 10.236.64. 26 60 htt > 8179 ACK Se=1 Ack=B761 Win=46720 Len=0

Frame 1218: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, src: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol Version 4, Src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: 8179 (8179), Seq: 1, aAck: 876l, Len: O
Source port: http (80)
Destination port: 8179 (8179)
[stream index: 34]
|Sequence number : 1 (relative sequence number)
Acknowledgment number: 8761 (relative ack number)
€acer lengtn: 20 DyLes
Flags: 0x010 (ACK)
Window size value: 365
[calculated window size: 46720]
[window size scaling factor: 128]
= Checksum: Oxfeed [validation disabled]
[Good Checksum: False]
[Bad checksum: False]
= [sEQ/ack analysis]
[This is an ACK to the segment in frame: 12047
[The RTT to ACK the segment was: 0.256127000 seconds]

DEEHB

Q8: What is the length of each of the first six TCP segments?

A8: XN TCP BRI K YN 1514, ARMEKEL A 1460;

[Number Time Size PayloadSize [relative sn# relative ack#
1199 56.43088 1514 1460 1
1200 56430911 1514 1460 1461
1201 56430913 1514 1460 2921
1202 56430914 1514 1460 4381
1203 56430916 1514 1460 5841
1204 56.43092 1514 14801 7301

.
= e e e

- 12 -



Q9: What is the minimum amount of available buffer space advertised at the received for the entire trace?
Does the lack of receiver buffer space ever throttle the sender?

A9: X TFHEANBER, FUSAbm R R IE T /NG 08 32128, B KE 0N 146048
TEARVGEE, AAFAERRIT 5 1vh 23 18] sk = BRI R 3% 07 B S 0 5

i TCP Graph T: Wireshark-Lab-TCP-Tracel.pcapng 128.119.245,12:80 -> 10.236.64.26:8179 - [m] s
Windowsize
[bytes]
. I . .. I
.
.
b .
1
| 100000—
| .
| i . |
.
.
.
50000— 1
.
H .
1=
| |
| 1 |

Time [s]

1211 56.686836000 128.119.245.12 10.236.64. 26 60 http > 8179 [ACK] Seq=1 Ack=1461 win=32128 Len=0

Frame 1211: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol version 4, Src: 128.110.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: 8179 (8179), Seq: 1, Ack: 1461, Len: O
source port: http (80)
Destination port: 8179 (8179)
[stream index: 34]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1461 (relative ack number)
Header length: 20 bytes
@ Flags: 0x010 (ACK)

size value:. 251
[calculated window size: 32128] I

[Window size scaling tactor: 128]
= Checksum: 0xlbe4 [validation disabled]
[Good checksum: False]
[Bad Checksum: False]
= [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 1199]

ODEE®

[The RTT to ACK the segment was: 0.255956000 seconds]
1354 57.907437000 128.119.245.12 10.236.64. 26 831 HTTP,/1.1 200 ok (text/html)

Frame 1354: 831 bytes on wire (6648 bits), 831 bytes captured (6648 bits) on interface 0
Ethernet II, Src: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol version 4, src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission control Protocol, src Port: http (80), Dst Port: 8179 (8179), seq: 1, ack: 153027, Len: 777
Source port: http (80)
Destination port: B179 (8179)
[Sstream index: 34]

ODEEED

sequence number: 1 (relative sequence number)
[Next sequence number: 778 (relative sequence number)]
Acknowledgment number: 153027 (relative ack number)

Header length: 20 bytes
@ Flags: Ox018 (PSH, ACK)
wWindow size value: 1141
l[calculated window size: 146048]|
[window size scaling factor: 128]
& Checksum: O0x2aa2 [validation disabled]
B [SEQ/ACK analysis]
[Bytes in flight: 777]
= Hypertext Transfer Protocol
# Line-based text data: text/html
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1425 62. 907664000 128.119.245.12 10.236.64.26 60 http > 8179 [FIN, ACK] Ack=153027 win=146048 Le

Frame 1425: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0O
Ethernet II, Src: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol version 4, Src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission control Protocol, src pPort: http (B0), Dst Port: 8179 (8179), seq: 778, ack: 153027, Len: O
source port: http (80)
Destination port: 8179 (8179)
[stream index: 34]
Sequence number: 778 (relative sequence number)
Acknowledgment number: 153027 (relative ack number)
Header length: 20 bytes
Flags: 0x011 (FIN, ACK)
window size value: 1141
|[calculated window size: 146048])
[window size scaling Tactor: 128]
# checksum: 0xc54f [validation disabled]

=]

1431 63.154250000 1278.119.245.12 10.236.64.26 TCP

60 [TCP ACKed unseen segment] http > 8179 [ACK] Seq

Frame 1431: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: 30:0d:9e:22:dc:5c (30:0d:9e:22:dc:5c), Dst: 74:4c:al:a5:b4:31 (74:4c:al:a5:b4:31)
Internet Protocol version 4, src: 128.119.245.12 (128.119.245.12), Dst: 10.236.64.26 (10.236.64.26)
Transmission Control Protocol, Src Port: http (80), Dst Port: 8179 (8179), Seq: 779, Ack: 153028, Len: 0
source port: http (80)
pDestination port: 8179 (8179)
[stream index: 34]
sequence number: 779 (relative sequence number)
Acknowledgment number: 153028 (relative ack number)
Header length: 20 bytes
Flags: 0x010 (ACK)
window size wvalye: 1741
[calculated window size: 146048]
window s1ze scaling factor: 128

checksum: 0Oxc54e [validation disabled]

=]

Q10: Are there any retransmitted segments in the trace file? What did you check for (in the trace) in order to
answer this question?

A10: XFTHEANMBES, FREA BIRIE T EAMILS, M Time-Sequence Graph (Stevens)r] LU HH,
RIETT RS — i (I [ ROE— R I, X HNFAS Seq WHEE, EWMKIEH, BAH
AL L

i i TCP Graph 10: Wireshark-Lab-TCP-Tracel.pcapng 10.236.64.26:8179 -> 128.119.245.12:80 — a X

Sequence
number[B]

150000 —

100000 —

50000 —

sssssnnsnen

Time[s]
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Q11: How much data does the receiver typically acknowledge in an ACK? Can you identify cases where
the receiver is ACKing every other received segment (see Table 3.2 on page 247 in the text).

All: BT EH /E ACK HfiiA 1460bytes [I%HE ;

E [105 rReassembled TCP Segments (153026 bytes): #1199(14
[Frame: 1199, payload: 0-1459 (1460 bytes)]
[Frame: 1200, payload: 1460-2919 (1460 bytes)]
[Frame: 1201, payload: 2920-4379 (1460 bytes)]
[Frame: 1202, payload: 4380-5839 (1460 bytes)]
[Frame: 1203, payload: 5840-7299 (1460 bytes)]
[Frame: 1204, pavload: 7300-8759 (1460 bytes)]
[Frame: 1205, pavload: 8760-10219 (1460 bytes)]
[Frame: 1206, payload: 10220-11679 (1460 bytes)]
[Frame: 1207, payload: 11680-13139 (1460 bytes)]
[Frame: 1208, payload: 13140-14599 (1460 bytes)]
[Frame: 1212, payload: 14600-16059 (1460 bytes)]
[Frame: 12123, payload: 16060-17519 (1460 bytes)]
Frame: 1224 ayload: 17520-18979 (1460 bytes
Frame: 1225 ayload: 18980-20439 (1460 bytes
Erame: 1226 ayload: 20440-21899 (1460 bytes
Erame: 1227 ayload: 21900-23359 (1460 bytes
Frame: 1228 ayvload: 23360-24819 (1460 bytes
Erame: 1229 ayload: 24820-26279 (1460 bytes
Erame: 1230 ayload: 26280-27739 (1460 bytes
Frame: 1231 ayload: 27740-29199 (1460 bytes
[Frams: 1232, payload: 29200-30659 (1460 bytes)]
[Frame: 1233, payload: I0660-32119 (1460 bytes)]
[Frame: 1234, payload: 32120-33579 (1460 bytes)]
[Frame: 1235, payload: 33580-35039 (1460 bytes)]
[Frame: 1236, payload: 35040-36499 (1460 bytes)]
[Frame: 1237, payload: 3I6500-37959 (1460 bytes)]
[Frame: 1238, payload: 3I7960-39419 (1460 bytes)]

[Frame: 1239, payload: 39420-40879 (1460 bytes)]
[Erama- 1240 navlnad: AORRN-472330 MA4ARD hutas’]

[Frame: 1241, payload: 42340-43799 (1460 bytes)]
[Frame: 1248, payload: 43800-45259 (1460 bytes)]
[Frame: 1249, payload: 45260-46719 {1460 bytes)]
Frame: 1250 ayload: 46720-48179 {1460 bytes

[Frame: 1251, payload: 48180-49639 (1460 bhytes)]
[Frame: 1256, payload: 49640-51099 (1460 bytes)]
Frame: 1257 ayload: 51100-52559 {1460 bytes

[Frame: 1258, payload: 52560-54019 (1460 bytes)]
[Frame: 1259, payload: 54020-55479 (1460 bytes)]
Frame: 1260 ayvload: 55480-56939 (1460 bytes

[Frame: 1261, payload: 56940-58399 (1460 bytes)]
[Frame: 1262, payload: 58400-59859 (1460 bhytes)]
[Frame: 1263, payload: 59860-61319 {1460 bytes)]
[Frame: 1268, payload: 61320-62779 (1460 bytes)]
[Frame: 1269, payload: 62780-64239 (1460 bhytes)]
[Frame: 1270, payload: 64240-65699 (1460 bytes)]
Frame: 1271 ayload: 65700-67159 ({1460 bytes

[Frame: 1272, payload: 67160-68619 (1460 bytes)]
[Frame: 1273, payload: 68620-70079 (1460 bytes)]
Frame: 1274 ayload: 70080-71539 {1460 bytes

[Frame: 1275, payload: 71540-72999 (1460 bytes)]
[Frame: 1276, payload: 73000-74459 (1460 bytes)]
[Frame: 1277, payload: 74460-75919 {1460 bytes)]
[Frame: 1278, payload: 75920-77379 (1460 bytes)]
[Frame: 1279, payload: 77380-78839 (1460 hytes)]
[Frame: 1280, payload: 78840-80299 (1460 bytes)]
Frame: 1281 ayload: B80300-81759 (1460 bytes

[Frame: 1282, payload: 81760-83219 (1460 bytes)]
[Frame: 1283, payload: 83220-84679 (1460 bytes)]
Frame: 1284 ayload: B84680-86139 (1460 bytes

- 15 -



A RLR AT 0 B — U BGEAT ack FUTEUL, W1 Q7/AT7 th, TR LR EUEAR [F AL

fic;

Mumber Time Size PayloadSize relative sn# relative ack#
1199 hb.43088 1514 1460 1 1
1200 56430911 1514 1460 1461 1
1201 56430913 1514 1460 2921 1
1202 56430914 1514 1460 4381 1
1203 56430916 1514 1460 5841 1
1204 56.43092 1514 1460 7301 1
1211 56686836 60 0 1 1461 |
1214 56687045 G0 0 1 2921
1215 56.687046 B0 0 1 4381
1216 56.687046 B0 0 1 5841
1217 be.6BT047 s]0 a 1 7301
1218 56.687047 B0 0 1 8761

Q12: What is the throughput (bytes transferred per unit time) for the TCP connection? Explain how you
calculated this value.

A12: TCP ik f2 (B A7 B[] A A% 0 10 15 00 bR A% A 1A 255 FITAE 28 TR B T R
TEARVGEERH, EHUEAER IR [AE NS B0 A B, WK TCP 82~ B &8 8 A%
AR 5 A AT RD A G AR
FERT A HE S BN 153026 bytes, A& 4i4E 9% RS B8 57.225074-56.430880 = 0.794194 s
AL A R TCP R A 84 153026/0.794194 = 192680.881497 bytes/s;
= [105 Reassembled TCP Segments [(153026 bytes)f #1199(1460),

[Frame: 1199, payload: 0-1459 (1460 bytes
[Frame: 1200, payload: 1460-2919 (1460 bytes)]
[Frame: 1201, payload: 2920-4379 (1460 bytes)]
[Frame: 1202, payload: 4380-5839 (1460 bytes)]
[Frame: 1203, payload: 5840-7299 (1460 bytes)]
[Frame: 1204, payload: 7300-8759 (1460 bytes)]
[Frame: 1205, payload: 8760-10219 (1460 bytes)]
[Frame: 1206, payload: 10220-11679 (1460 bytes)]
[Frame: 1207, payload: 11680-13139 (1460 bytes)]
[Frame: 1208, payload: 13140-14599 (1460 bytes)]
[Frame: 1212, payload: 14600-16059 (1460 bytes)]
[Frame: 1213, payload: 16060-17519 {1460 bytes)]
[Frame: 1224, payload: 17520-18979 (1460 bytes)]
[Frame: 1225, payload: 18980-20439 (1460 bytes)]
[Frame: 1226, payload: 20440-21899 (1460 bytes)]
[Frame: 1227, payload: 21900-23359 (1460 bytes)]
[Frame: 1228, payload: 23360-24819 (1460 bytes)]
[Frame: 1229, payload: 24820-26279 (1460 bytes)]
[Frame: 1230, payload: 26280-27739 (1460 bytes)]
[Frame: 1231, payload: 27740-29199 {1460 bytes)]
[Frame: 1232, payload: 29200-30659 (1460 bytes)]
[Frame: 1233, payload: 30660-32119 (1460 bytes)]
[Frame: 1234, payload: 32120-33579 (1460 bytes)]
[Frame: 1235, payload: 33580-35039 (1460 bytes)]
[Frame: 1236, payload: 35040-36499 (1460 bytes)]

1199(56. 430880000) 10. 236. 64. 26 128.119.245.12 TCP 1514 [TCP segment of a reassembled PDU]
1350[57.225074000] 10. 236. 64. 26 128.119.245.12 HTTP 1240 POST /wireshark-Tabs/lab3-1-reply.htm HTTP/1.1 (text/plain)
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4. TCP congestion control in action

Q13: Use the Time-Sequence-Graph(Stevens) plotting tool to view the sequence number versus time plot of
segments being sent from the client to the gaia.cs.umass.edu server. Can you identify where TCP’s slowstart
phase begins and ends, and where congestion avoidance takes over? Comment on ways in which the
measured data differs from the idealized behavior of TCP that we’ve studied in the text.

A13: FEAVGEERT, KOGRSCBEEA R, Tk e | m s g f Oagim. A R
JUREE

i TCP Graph 12: Wireshark-Lab-TCP-Trace1.pcapng 10.236.64.26:8179 -> 128.119.245.12:80 — O x

Sequence
number[B]

150000 —|
B R
BIR, EX—EEF

— e FEE

FFEAANEENTE (EAFEIEMNFR)

100000 —| :
: |
— |
50000 —| i
:

SEssssssRsIRRIIRRREn

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0 1.1 1.2 1.3 14 15 16 1.7
Time[s]

Q14: Answer each of two questions above for the trace that you have gathered when you transferred a file
from your computer to gaia.cs.umass.edu

Al4: FIRPAN @ CR%, I Q13/A13;
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1. Capturing a bulk TCP transfer from your computer to a remote server
FATRAE A POST J7 i A E TH AL BRSO (B8 CRRVZBHIEE) 1 ASCIT SCA) &k
2 Web IR 55 &%, FEAEH] Wireshark iR M TSN R AR AR 55 &% (0 SCAF ) TCP AR Bt -

2. A first look at the captured trace

A @ Wireshark JUELZ 4 TCP ZEBE AT NAT HTTP V8 S %38 o ZEPNELSE b & & BRI 1T
HHLS gaia. cs. umass. edu Z [A][f)— F4%1 TCP 1 HTTP y§ 5., BFE SYN 2 F-JH S F1 HTTP POST 74 &
&, FWBHIATIE— 20 B TCP R SCE I %

3. TCP Basics

FEARTRSY, SISO W, FATH S . AT A — SR, HE A T RIT A
TERAN BN, ST IR R R BUI AT ACK HOWESL, 0 Q/AT o, FEBRARATTiE— 5
R TCP Pl

4. TCP congestion control in action
il sre et TCP PHZEEHIFI N . Wi H Wireshark i) TCP AL T H Time-Sequence
Graph (Stevens) Rl 7 dif 71 R 5545 A 12 BN B AL IV [F) B e o a1 v 9 23, AT
AN
)

DAFEE R R B R A E . BTN, AT Lok st 8] g T8 R shid AR WRLL [h)
J& T G A

SRR, ARSI e, AR T TCP B IAH SR N A
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. EHEREE

WL AR SN, 2] T WTAE Windows11 F48 EFRIH Wireshark 346 TCP #hsGEAT HIVEL 4y
Fr, SEEL T 40°R Hbs:
« ALSERCRAL LR TCP A8 5 515 A A5 S IR AT SR AR 4
 HTML SCEFRE R Szithilid (40— 150KB ff) HIML S, WREE TCP [ 4> BE AL s
o PHFER ] WEE TCP (K118 BRI 2838 G BVR IS 1, LAGE G b0 2% 970 28 ;
 VREFEHIHLE]: TCP T L & DR S hIN L], R 1% o Rk B &, DAE Sz
7 St i
* TCP MEREMERE: LI HIEHEFT T IHENINIRSS 2% 2 8] TCP MERLMTERE, QHH At & AR

B, RGBS TCP PMM A VEAERT 7T, IRAFEAE 7 TCP Phsl Y& MHLEIAIRS /L, A B T3
ITSE LMl T fif TCP s, BETTOUAL R 25 A Fan P fe
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