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In this lab, we’ll investigate the IP protocol, focusing on the IP datagram.

*We’ll do so by analyzing a trace of IP datagrams sent and received by an execution of the traceroute
program (the traceroute program itself is explored in more detail in the Wireshark ICMP lab).

* We’ll investigate the various fields in the IP datagram, and study IP fragmentation in detail. * we’ll
see TCP’s congestion control algorithm — slow start and congestion avoidance — in action;

Before beginning this lab, you’ll probably want to review sections 1.4.3 in the textl and section 3.4 of
RFC 2151 [ftp:/ftp.rfc-editor.org/in-notes/rfc2151.txt] to update yourself on the operation of the
tracerouteprogram.

You’ll also want to read Section 4.4 in the text, and probably also have RFC 791 [ftp://ftp.rfc-
editor.org/in-notes/rfc791.txt] on hand as well, for a discussion of the IP protocol.

— BEA[RE

Wireshark: Wireshark is a popular network protocol analysis tool that captures network traffic and analyzes
the communication process of various protocols. It is a free and open-source software that can run on multiple
operating systems including Windows, Mac OS X, and Linux. Wireshark captures packets from a network
interface and can analyze them in real-time or offline. It supports various protocols such as TCP, UDP, IP,
HTTP, FTP, DNS, ICMP, and can also decode TLS and SSL encrypted traffic. By using Wireshark, users can
perform deep analysis of network communication processes, including understanding the data type, protocol
header information, packet transmission time, and relationships between different packets. This is extremely

useful for network administrators and security professionals.

-1 -




IP: IP (Internet Protocol) is a fundamental protocol used to transmit data over the internet. It operates at the
Network layer (Layer 3) of the OSI model and is responsible for routing packets from the source device to
the destination device across one or multiple networks. In general, IP provides a standardized way for devices
to communicate with each other over the internet by uniquely identifying each device on the network with an
IP address. When you send data over the internet, it is broken down into smaller pieces called packets. Each
packet is tagged with the source and destination IP addresses so that routers and other network devices can
direct the packets to the appropriate destination. There are two main versions of the IP protocol in use today:
IPv4 and IPv6. IPv4 uses 32-bit addresses and supports up to 4.3 billion unique addresses, which are now
becoming scarce due to the rapid growth of the internet and the proliferation of connected devices. IPv6, on
the other hand, uses 128-bit addresses and can support an astronomical number of unique addresses, ensuring

that there will be enough addresses for the foreseeable future.

PingPlotter: PingPlotter is a network diagnostic tool that uses tracing and monitoring to identify and isolate
issues with networks and internet connections. It tracks network performance by sending packets (pings) to a
target device or server and then graphically displays the results over time. With PingPlotter, you can measure
and visualize various aspects of network performance such as latency, packet loss, and jitter. The tool also
provides real-time data about the route that packets take between your computer and the target device or
server, allowing you to pinpoint exactly where in the network issues are occurring. PingPlotter has both a
graphical user interface and a command-line interface, making it a flexible tool for both novice and advanced
users. It also allows you to save and share data with others in a variety of formats, including CSV and PDF.
In addition to its basic functionality, PingPlotter offers several advanced features, such as automated alerting
when network conditions exceed predefined thresholds and the ability to run multiple traces simultaneously.
Overall, PingPlotter is a reliable and comprehensive tool for diagnosing and troubleshooting network

problems, and it is widely used by network administrators, IT professionals, and gamers alike.

Windows: Here are the steps to use Wireshark software on Windows11 for analyzing IP protocol:
* Download and install Wireshark on your Windows 11 computer.

* Launch Wireshark from the Start menu or desktop shortcut.
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* Select the network interface you want to capture packets from by clicking the "Capture Options" button
in the toolbar. You can choose from a list of available interfaces, such as Ethernet or Wi-Fi.

* Click the "Start" button to begin capturing packets on the selected interface.

* Use the display filter field at the top of the screen to filter the captured packets to only show IP traffic.
Simply type "ip" into the filter field and press Enter.

* You can now view the details of each IP packet that has been captured by selecting it in the packet list.
The details pane will show information about the packet such as the source and destination IP addresses, the
protocol being used, and any payload data.

* You can also use Wireshark's analysis tools to investigate specific aspects of the IP traffic, such as the
volume of traffic from a particular IP address or protocol.

* Once you have finished analyzing the IP traffic, stop the capture by clicking the "Stop" button in the
toolbar.

Overall, Wireshark is a powerful tool for analyzing IP traffic in Windows 11 and can help you diagnose

network issues and optimize network performance.

=. ERANRE. B
Software: Windowsll && Wireshark && PingPlotter && Firefox;

Hardware: Lenovo Legion R9000P2021H.

M. EHRIESR

1. Capturing packets from an execution of traceroute

In order to generate a trace of IP datagrams for this lab, we’ll use the traceroute program to send
datagrams of different sizes towards some destination, X. Recall that traceroute operates by first sending
one or more datagrams with the time-to-live (TTL) field in the IP header set to 1; it then sends a series of
one or more datagrams towards the same destination with a TTL value of 2; it then sends a series of
datagrams towards the same destination with a TTL value of 3; and so on. Recall that a router must
decrement the TTL in each received datagram by 1 (actually, RFC 791 says that the router must decrement
the TTL by at least one). If the TTL reaches 0, the router returns an ICMP message (type 11 — TTL-
exceeded) to the sending host. As a result of this behavior, a datagram with a TTL of 1 (sent by the host
executing traceroute) will cause the router one hop away from the sender to send an ICMP TTL-exceeded
message back to the sender; the datagram sent with a TTL of 2 will cause the router two hops away to send
an ICMP message back to the sender; the datagram sent with a TTL of 3 will cause the router three hops
away to send an ICMP message back to the sender; and so on. In this manner, the host executing traceroute
can learn the identities of the routers between itself and destination X by looking at the source IP addresses
in the datagrams containing the ICMP TTL-exceeded messages.



We’ll want to run traceroute and have it send datagrams of various lengths.

e  Windows. The tracert program (used for our ICMP Wireshark lab) provided with Windows
does not allow one to change the size of the ICMP echo request (ping) message sent by the
tracert program. A nicer Windows traceroute program is pingplotter, available both in
free version and shareware versions at http://www.pingplotter.com. Download and install
pingplotter, and test it out by performing a few traceroutes to your favorite sites. The size of the
ICMP echo request message can be explicitly set in pingplotter by selecting the menu item Edit->
Options->Packet Options and then filling in the Packet Size field. The default packet size is 56
bytes. Once pingplotter has sent a series of packets with the increasing TTL values, it restarts the
sending process again with a TTL of 1, after waiting Trace Interval amount of time. The value of
Trace Interval and the number of intervals can be explicitly set in pingplotter.

¢ Linux/Unix/MacOS. With the Unix/MacOS traceroute command, the size of the UDP
datagram sent towards the destination can be explicitly set by indicating the number of bytes in the
datagram; this value is entered in the traceroute command line immediately after the name or
address of the destination. For example, to send traceroutedatagrams of 2000 bytes towards
gaia.cs.umass.edu, the command would be:

$traceroute gaia.cs.umass.edu 2000

Do the following:

1) Start up Wireshark and begin packet capture (Capture->Start) and then press OK on the Wireshark Packet
Capture Options screen (we’ll not need to select any options here).

2) If you are using a Windows platform, start up pingplotter and enter the name of a target destination in the
“Address to Trace Window.” Enter 3 in the “# of times to Trace” field, so you don’t gather too much data.
Select the menu item Edit >Advanced Options->Packet Options and enter a value of 56 in the Packet Size
field and then press OK. Then press the Trace button. You should see a pingplotter window that looks
something like this:

#: gaia.cs.umass.edu - Ping Plotter 3 =13] x|
File Edit Wiew Help
Address to Trace: Target Mame: gaia.cs.umass.edu 0
g8iE.C5 UMAss el IP: 128.119.245.12 25t
- S Sample Set Time: 82202004 9:57:07 Ph - 872252004 9:57:09 PM
Qala.cs umass . edu %
R Hop| PLY| IP [ DNSName [&va] Cur | ] Graph .
newewvorld os umass edu |l 102162281 oo 13 13
WY CE LIMass edu | 24218.0153 e 1 N1
s 0l com i 24128190197 bar01-p4-0wsfdhel. ma. attbb.net 13 14
R 241280101 bard2-pE-Ondhmhel ma.atbb.net 15 17
www pingplotter com 24.91.0157 bar02-p2-0 crbrhel. ma. attbb. net 18 17
182589137 s 20 17
1325.89.102 ABILEME-GIGAPOPME. nox.org 20 20
128119.2193  lgre-it-106-8.gw umazs. edu 24 2
1281193183 e 2 0233
12811924512 gaia.cs.umass.edu 19 20
Round Trip: 19 20
Sampling ——————————————
: : Iﬁ =
Foiinestotece: =1 | 281193153 Graph time = § minutes
3 J30%
Trace Interval: |1 second _';
i
Statistics 5o B FZ7) aEep BT
Samples to include: |11 :: gaia.cs umass.edu (122.119.245.12) Graph time = § minutes
’7 i =75 30%
| Resume I o
%53 [z al55p alsEp als7p !
[ [Trace Count: 3 |Displayed Samples: 1 to 3 * UPDATE AYAILABLE *

Next, send a set of datagrams with a longer length, by selecting Edit->Advanced Options->Packet
Options and enter a value of 2000 in the Packet Size field and then press OK. Then press the Resume button.

Finally, send a set of datagrams with a longer length, by selecting Edit—>Advanced Options->Packet
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Options and enter a value of 3500 in the Packet Size field and then press OK. Then press the Resume button.

Stop Wireshark tracing.

3) If you are using a Unix or Mac platform, enter three traceroute commands, one with a length of 56

bytes, one with a length of 2000 bytes, and one with a length of 3500 bytes.

Stop Wireshark tracing.

If you are unable to run Wireshark on a live network connection, you can download a packet trace file

2
that was captured while following the steps above on one of the author’s Windows computers . You may
well find it valuable to download this trace even if you’ve captured your own trace and use it, as well as
your own trace, when you explore the questions below.

2. A look at the captured trace

In your trace, you should be able to see the series of ICMP Echo Request (in the case of Windows
machine) or the UDP segment (in the case of Unix) sent by your computer and the ICMP TTL-
exceeded messages returned to your computer by the intermediate routers.

In the questions below, we’ll assume you are using a Windows machine; the corresponding questions
for the case of a Unix machine should be clear.

Whenever possible, when answering a question below you should hand in a printout of the packet(s)
within the trace that you used to answer the question asked.

When you hand in your assignment, annotate the output so that it’s clear where in the output you’re
getting the information for your answer (e.g., for our classes, we ask that students markup paper
copies with a pen, or annotate electronic copies with text in a colored font).

To print a packet, use File->Print, choose Selected packet only, choose Packet summary line, and
select the minimum amount of packet detail that you need to answer the question.

1) Select the first ICMP Echo Request message sent by your computer, and expand the Internet

Protocol part of the packet in the packet details window. What is the IP address of your computer?

2) Within the IP packet header, what is the value in the upper layer protocol field?

3) How many bytes are in the IP header? How many bytes are in the payload of the IP datagram?

Explain how you determined the number of payload bytes.



4) Has this IP datagram been fragmented? Explain how you determined whether or not the
datagram has been fragmented.

*  Next, sort the traced packets according to IP source address by clicking on the Source column header;
a small downward pointing arrow should appear next to the word Source. If the arrow points up, click
on the Source column header again.

*  Select the first ICMP Echo Request message sent by your computer, and expand the Internet Protocol
portion in the “details of selected packet header” window.

* In the “listing of captured packets” window, you should see all of the subsequent ICMP messages
(perhaps with additional interspersed packets sent by other protocols running on your computer)
below this first ICMP.

*  Use the down arrow to move through the ICMP messages sent by your computer.

5) Which fields in the IP datagram always change from one datagram to the next within this series
of ICMP messages sent by your computer?

6) Which fields stay constant? Which of the fields must stay constant? Which fields must change?
Why?

7) Describe the pattern you see in the values in the Identification field of the IP datagram.

*  Next (with the packets still sorted by source address) find the series of ICMP TTL-exceeded replies
sent to your computer by the nearest (first hop) router.

8) What is the value in the Identification field and the TTL field?

9) Do these values remain unchanged for all of the ICMP TTL-exceeded replies sent to your
computer by the nearest (first hop) router? Why?

* Fragmentation

*  Sort the packet listing according to time again by clicking on the Time column.

10) Find the first ICMP Echo Request message that was sent by your computer after you changed
the Packet Size in pingplotter to be 2000. Has that message been fragmented across more than one IP datagram?
[Note: if you find your packet has not been fragmented, you should download the zip file
http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip and extract the ip-ethereal-trace-1packet trace.
If your computer has an Ethernet interface, a packet size of 2000 should cause fragmentation.3]

11) Print out the first fragment of the fragmented IP datagram. What information in the IP header
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indicates that the datagram been fragmented? What information in the IP header indicates whether this is
the first fragment versus a latter fragment? How long is this [P datagram?

12) Print out the second fragment of the fragmented IP datagram. What information in the IP header
indicates that this is not the first datagram fragment? Are the more fragments? How can you tell?

13) What fields change in the IP header between the first and second fragment?

* Now find the first ICMP Echo Request message that was sent by your computer after you changed
the Packet Size in pingplotter to be 3500.
14) How many fragments were created from the original datagram?

15) What fields change in the IP header among the fragments?

. 3ERMIZR $iE, BER. HEP

1. Capturing packets from an execution of traceroute

&0 gsia.cs.umass.edu - PingPlatter Pro = (m] X
| File Edit View Workspace Help
Address to Trace: [3 gaiacsumass.edu ax
128.119.245.12 Summary | gai umass.edu
||128.119.245.12 Target Name: gaia.cs.umass.edu 0-200 ms
| IP: 128.119.245.12 201-500 ms.
Sample Set Time: 2023/5/7 12:39:19 - 2023/(5/7 12:39:48 501 ms and up |1
Hop PL% P DMSMame Avg  Cur  Jttr Graph |
1 102341131 —ommmmeeeee 3 4 . m |
2 102547202 -—-oomoeee 2 3
12 1025475 oo 1
4 61.128.132.97  -------mmeeee- 4 T
5 50 222.176.43.101 3 ERR
(] 50 222.176.68.81 3 ERR
i 202.97.28.117  --mmmmmmeeee- 37 40
8 100 -
9 100 -
10 202.97.59.106  -----------ee- 180 179
. 1 66.208.216.33 be-221-ped 9greatoaks.ca. ibone.comcast net 178 183
Sampling
# of fimes to trace: Unlimite =/ | 12| 33 96.110.36.217  be-2101-cs01.9greatoaks.ca.ibone.comeast.net 179 182
| —— = 68.86.166.134  be-1112-cr12 9greatoaks.ca ibone.comcast net 177 178
Trace Interval: 15 seconds = Fqy 96.110.37.173  be-302-cri2.sunnyvale ca.ibone.comeast.net 187 189
Statistics 15 33 96.110.46.29 be-1312-cs03.sunnyvale.ca.ibone.comcast.net 178 179
Samples to include: 10 2| geiacsumass.edu (128.119.245.12) hop unknown
—— i
Resume | 4 S— S—
0 1231 z 1233 1234 236 1237 238
_ Trace Count: 3~ Displayed Samples: 1 to 3 a
Filter: |ip.addr == 128.119.245.12 & icmp | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
36 3.229503000 .234. . 128.119.245. 70 echo (ping) request

00 10 L113. .113.9 C 0 Time :
289212000 . . . g N . 70 Echo (ping) request
2 0 0 7. .234.113.9 70 Time-to-live
. 350386000 .234,113. .119.245. 70 Echo (ping) request
3 9.245. 70 echo (ping) request
- .1 E C 70 Time-to-liwv
.459023000 . . . .119.245. 70 echo (ping) request
. 505322000 . . . .119.245. 70 echo (ping) request
. 552268000 . - 119.245. 70 Echo (ping) request
5 0 . 28. B .1 9 IC 70 Time-to-1i
. 613299000 234,113, .119.245. 70 Echo (ping) regquest
. 659322000 234,113, .119.245. 70 echo (ping) request
. 704447000 . . . .119.245. 70 echo (ping) request
. 750790000 . . . . 5 . 70 echo (ping) request seq=11,/2816,
. 798424000 .234,113. .119.245. 70 Echo (ping) request seq=12/3072,

70 Echo (ping) request

0-1ive e

. 884804000

10.

- 0 .234.113.9
.124533000 10. . . .119.245.
4.1511 00 0. 5 0. .113.91
.180046000 10. . - .119.245.




2. A look at the captured trace

Q1: Select the first ICMP Echo Request message sent by your computer, and expand the Internet Protocol
part of the packet in the packet details window. What is the IP address of your computer?

Al: kA9 IP Hiti-Ay: 10.234.113.91;

# Frame 36: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
# Ethernet II, Src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8F:dc:f9:c9 (bc:3f:8F:dc:f9:c9)
=

version: 4
Header Tength: 20 bytes
@ Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECMN: Ox00: NoT-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: Oxad4ff (42239)
@ Flags: 0x00
Fragment offset: 0
F Time to Tive: 1
protocol: IcMmp (1)
=

[Good: False]

&
Source: 10.234.113.91 (10.234.113.91)

pestination: E. .
[source GeoIP: Unknown]
[Destination GeoIP: uUnknown]

= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
code: 0O
Checksum: 0x3b62 [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
sequence number (BE): 1 (0x0001)
sequence number (LE): 256 (0x0100)

+ Data (28 bytes)

0000 ...1..E.
0010 vew.ql.ow
0020 ....3b.. .. 0EPiNg
0030 PlotterP ro3.40.2
0040 QEP1N

Q2: Within the IP packet header, what is the value in the upper layer protocol field?

A2: FEWFBERIMEN 1, RN ICMP;

2 Frame 36: 70 by i (560 bits), 7 es captured (560 bits) on interface 0

+ Ethernet II, Src: 38:f3:ab:cd:80:31 (38B:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=

version: 4
Header length: 20 bytes
@ Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: 0x00: NOTL-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: Oxadff (42239)
[ Flags: 0x00
Fragment offset: 0O
# Time to live: 1
Protocol: ICMP (1

=
[Good: False]
=
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: Unknown]
[Destination GeoIP: unknown]
@ Internet Control Message Protocol

Q3: How many bytes are in the IP header? How many bytes are in the payload of the IP datagram? Explain
how you determined the number of payload bytes.

A3: IP B HBK A 20bytes, XK A R S6bytes, [T LA 20 1 A 36bytes (56-20=36 bytes) ;



=/ Internet Protocol version 4, src: 10.234.113.91 (10.234.113.91), Dst: 128.110.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
|Tota1 Length: 56|
Identification: Oxadff (42239)
Flags: 0x00
Fragment offset: 0
Time to live: 1
Protocol: ICMP (1)
- Header checksum: 0x0000 [incorrect, should be 0x22fd (may be caused by "IP checksum offload"?)]
[Good: False]

Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: unknown]
[Destination GeoIP: Unknown]

Internet Control Message Protocol

Q4: Has this IP datagram been fragmented? Explain how you determined whether or not the datagram has
been fragmented.

Ad: XA TP ARG A5 s A Flags=0, Fragment offset=0;
Frame 36: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
Ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8Ff:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
= Internet Protocol Version 4, src: 10.234.113.91 (10.234.113.91), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
pifferentiated sServices Field: 0x00 (DpscP 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: Oxad4ff (42239)
Flags: Ox00
Fragment offset: 0
Time to live: 1
Protocol: ICMP (1)
=

[Good: False]
Source: 10.234.113.91 (10.234.113.91)
pestination: 128.119.245.12 (128.119.245.12)
[source GeoIP: uUnknown]
[Destination GeoIP: unknown]
Internet Control Message Protocol

Q5: Which fields in the IP datagram always change from one datagram to the next within this series of
ICMP messages sent by your computer?

AS: TERFITHENL A ERX — K5 ICMP J8 B, 1P Fudaho b o & 5 i 72BN T1dentification £l
Time to live (TTL) ;

ICMP 70 echo (ping

Frame 36: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
Ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8F:dc:f9:c9)
=]

version: 4
Header length: 20 bytes

pifferentiated services Field: Ox00 (DScP O0x00: pefault; ECN: Ox00: NoT-ECT (Not ECN-Capable Transport))
Total Length: 56

Tdentification: Oxad4ff (42239)

Flags: Ox00

Fragment offset: 0
Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
pestination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

Internet Control Message Protocol

36 3.229503000 10.234.113.91 128.119.245.12 ICMP 70 echo (ping) request 1id=0x0001, seg=1/256, ttl=l
42 3.289212000 10.234.113.91 128.119.245.12 ICMP 70 Echo (ping) request 1d=0x0001, seg=2/512, ttl=2

Frame 42: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
Ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8F:dc:f9:c9)
=]
version: 4
Header length: 20 bytes
pifferentiated services Field: Ox00 (DsSCP 0x00: pefault; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))

Total Length: 56

IIdErrt‘if‘i(at‘ion: 0xa500 (42240)'
ags: Ox00

Fragment offset: 0

Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[pestination GeoIP: unknown]

Internet Control Message Protocol




Q6: Which fields stay constant? Which of the fields must stay constant? Which fields must change? Why?
A6: £ —F5 ICMP {5 2t

LAR 7 BURFF AL

* R4S (Version)

« B (Header Length)
« X454 (Type of Service)
« K (Total Length)

* fr&AL (Flags)

« % (Fragment Offset)

* Y (Protocol)

DL F B A AR FEAAS

« J&§ IP #iht (Source IP Address)

« H#Y IP Huhik (Destination IP Address)

« BZBGAI (Checksum) : ICMP R ICH R ALK, 1P SRR AN L H B 5, (HEChE
R KB TP Sk, Bl BEAS 2 3 58 04

PLF 7 BUL 0 2

« #7H (Identification) : FHARME—HbRIN— MR SCHIFTE 7 s

o BAERH (Time to Live) : ) ICMP Echo Request i B # L &—A> TTL {8, TR HI%E
FOLALE P 28 AL i R B R BRI K I A B RO B RIETT D, DL B AR P 28 R (1) B A o

FEEEMRE, BT USRS, ICMP Echo Request LS 82 ICMP § KB AL 4 At —
SRS T ICMP 1B, W2k (Type) « A3 (Code) « KREAT (Checksum) F1/F%15 (Sequence
Number) , X255 Bt ool BAR TS d M i .

36 3.229503000 10.234.113.91 128.119.245.12 IcmMp

70 echo (ping) request id=0x0001, seq=1/256, TTl=1

® Frame 36: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface O

Ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:co)
=]
version: 4
Header length: 20 bytes
pifferentiated services Field: 0x00 (DscP 0x00: pefault; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: Oxaaff (42239)
Flags: 0x00
Fragment offset: 0
Time to live: 1
pProtocol: ICMP (1)
- Header checksum: 0x0000 [incorrect, should be 0x22fd (may be caused by "IP checksum offload"2)
[Good: False]
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: Unknown]
[pestination GeoIP: unknown]
= Internet control Message Protocol
Type: 8 (Echo (ping) request)
code: 0
checksum: 0x3b62 [correct]
Identifier (BE): 1 (Ox0001)
Identifier (LE): 256 (0x0100)
sequence number (BE): 1 (0x0001)
Sequence number (LE): 256 (0x0100)
Data (28 bytes)

&l

o . c 70 Echo (ping) request {d=0x0001, seq=2/512, ttl=2
Frame 42: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0

Ethernet II, Src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=]

version: 4
Header length: 20 bytes

pifferentiated services Field: 0x00 (DScP 0x00: Default; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: 0xa500 (42240)

Flags: 0x00
Fragment offset: 0

Time to live: 2
Protocol: ICMP (1)

- Header checksum: 0x0000 [incorrect, should be Ox21fc (may be caused by "IP checksum offload™?)] |

[Good: False]
source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[pestination GeoIP: unknown]
= Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: O
checksum: 0x3b61 [correct]
Identifier (Be): 1 (0Ox0001)
Identifier (LE): 256 (0x0100)
sequence number (BE): 2 (0x0002)
sequence number (LE): 512 (0x0200)

Data (28 bytes)
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Q7: Describe the pattern you see in the values in the Identification field of the IP datagram

AT: 1P FARR AR IR FBOR 16 KT E, A TRl . EREAFRR 1P H ik rbs
I BAR, f77E— 2zt

B, AR BOEE RN I . R U, BN BB R AR TR B LA LT —
e KRR AR BRI SOZEA ME— bR RAF, DAMEEA RS R T X 5.

R, MRIETTHG— MR EARIR 5 B 2 A NIRRT AR5, X N 3R AR I
Bl & —REr, A R 7B A MF (More Fragments) #rEA R X 2KV ENTERE TH—
JREGEEAR, I H5R E A R AR AR AT LA .

BJa, ERLIENR, KIE ] Re A FHBENLIAR IR E R R B i) S, B b et R
K.

36 3.229503000 10.234.113.91 128.119.245.12 ICMP 70 Echo (ping) request 1d=0x0001, seq=1/256, ttl=1
42 3.289212000 10.234.113.91 128.119.245.12 ICMP 70 Echo (ping) request 1d=0x0001, seq=2/512, ttl=2

® Frame 36: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0

ethernet II, Src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
- Internet Protocol version 4, src: 10.234.113.91 (10.234.113.91), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
pifferentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
[Tdentification: Oxadft (42239)]
Flags: 0Ox00
Fragment offset: 0
Time to live: 1
Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: unknown]
Internet Control Message Protocol

42 3.289212000 10.234.113.91 128.119.245.12 ICMP 70 Echo (ping) request id=0x0001, seq=2/512, ttl=2
Frame 42: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0

Ethernet II, sSrc: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=

version: 4
Header length: 20 bytes

pifferentiated services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00: NoOt-ECT (Not ECN-Capable Transport))
Total Length: 56
|Tdentification: 0xa500 (42240))

Flags: 0x00
Fragment offset: 0

# Time to live: 2
Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: unknown]
[Destination GeoIP: uUnknown]

Internet Control Message Protocol

Q8: What is the value in the Identification field and the TTL field?

A8: Identification 4 0x099b (2459), TTL A 255;

MNo. Time Source + Destination Protocol Length Info
7 3.233202000 10.234.113.1 10.234.113.91 70 Time-to-1live exceeded (Time to live exceede

Frame 37: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
ethernet II, src: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9), Dst: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31)
= Internet Protocol version 4, src: 10.234.113.1 (10.234.113.1), Dst: 10.234.113.91 (10.234.113.91)
version: 4
Header Tength: 20 bytes
pifferentiated services Field: OxcO (DSCP 0x30: class selector 6; ECN: Ox00: NOt-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: 0x009b (2459)|
Flags: 0x00

Fragment offse 0
Protocol: ICMP (1

Header checksum: 0xb939 [correct]
Source: 10.234.113.1 (10.234.113.1)
Destination: 10.234.113.91 (10.234.113.91)
[source GeoIP: unknown]

[Destination GeoIP: unknown]
Internet Control Message Protocol
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Q9: Do these values remain unchanged for all of the ICMP TTL-exceeded replies sent to your computer by
the nearest (first hop) router? Why?

A9: FERCIE AR H1 8% I IRATHENUAGE R P A ol ) ICMP %, Identification ¥4 2E384K,
TTL ¥JAAE;

K179 Identification “vBOE W R ZMFIEIGH), WHGEU, B8 REERE R AARIR 7 BUEE H E
AN, BRI Z B A M PR IR, DMEE A R it T Xy, PT84k,
XL B R A — B AR 2 AR R AR I BRI T SRR 1Y, BRAEMI R A AE Rtk U TTL A&
KA

MNo. Time Source + Destination Protocol Length Info
37 3.233202000 10.234.113.1 10.234.113.91 70 Time-to-live exceeded (Time to Tive exceeded in transit)

# Frame 37: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
# Ethernet II, Src: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9), Dst: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31)
= Internet Protocol Version 4, Src: 10.234.113.1 (10.234.113.1), Dst: 10.234.113.91 (10.234.113.91)
version: 4
Header Tlength: 20 bytes
@ Differentiated services Field: OxcO (DScP 0x30: class Selector 6; ECN: O0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
mm??ﬁmmﬂ

® Flags: 0x00

Fragment offset: 0
Time to live: 255
Protocol: ICMP (1

[ Header checksum: 0xb939 [correct]
Source: 10.234.113.1 (10.234.113.1)
pestination: 10.234.113.91 (10.234.113.91)
[source GeoIP: unknown]
[Destination GeoIP: unknown]
@ Internet Control Message Protocol

No. Time Source “ Destination Protocol Length Info

546 18.223967000 10.234.113.1 10.234.113.91 ICMP

® Frame 546: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
@ Ethernet II, src: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9), Dst: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31)
= Internet Protocol version 4, src: 10.234.113.1 (10.234.113.1), Dst: 10.234.113.91 (10.234.113.91)
version: 4
Header Tlength: 20 bytes
@ Differentiated Services Field: OxcO (DSCP Ox30: Class Selector 6; ECN: O0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
|Identification: OxObda (3034)|
= Flags: 0x00
Fragment offset: 0
Protocol: ICMP (1)
# Header checksum: Oxb6fa [correct]
Source: 10.234.113.1 (10.234.113.1)
Destination: 10.234.113.91 (10.234.113.91)
[source GeoIP: unknown]
[Destination GeoIP: unknown]
# Internet Control Message Protocol

70 Time-to-live exceeded (Time to live exceeded in transit)

No. Time Source + Destination Protocol Length Info

716 33.220836000 10.234.113.1 10.234.113.91 70 Time-to-Tive exceeded (Time to live exceeded in transit)

# Frame 716: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
# eEthernet II, src: bc:3f:8F:dc:f9:c9 (bc:3f:8F:dc:f9:c9), Dst: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31)
= Internet Protocol version 4, Src: 10.234.113.1 (10.234.113.1), Dst: 10.234.113.91 (10.234.113.91)
version: 4
Header Tength: 20 bytes
@ Differentiated sServices Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
|Identification: 0x0e59 (3673)|
® Flags: Ox00
Fragment offset: 0
Protocol: ICMP (1)
[ Header checksum: Oxb47b [correct]
Source: 10.234.113.1 (10.234.113.1)
pestination: 10.234.113.91 (10.234.113.91)
[source GeoIP: Unknown]
[Destination GeoIP: uUnknown]
@ Internet Control Message Protocol

Q10: Find the first ICMP Echo Request message that was sent by your computer after you changed the Packet
Size in pingplotter to be 2000. Has that message been fragmented across more than one IP datagram?

[Note: if you find your packet has not been fragmented, you should download the zip file
http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip and extract the ip—ethereal-trace-1packet trace.
If your computer has an Ethernet interface, a packet size of 2000 should cause fragmentation.3]
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A10: ZIH B R 2 A 1P Bl

Filter: | ip.addr == 128.119.245.12 ~ | Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info
128.119.245.12 ICMP 1514 echo (ping) request id=0x0001, seq=144/36864, ttl=1

128.11 5.12 534 Fragmented IP pr (proto=ICMP 1, off=1480, ID=a58b)
MNa. Time Source Destination Protocol Length Info
26 3. 808996000 10.234.113.91 128.119.245.12 ICMP 1514 echo (ping) request id=0x0001, seg=144/36864, ttl=1

® Frame 26: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0

Ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=
version: 4
Header Tength: 20 bytes
pifferentiated services Field: Ox00 (DScP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1500
Identification: Oxa58b (42379)
= Flags: 0x01 (More Fragments)

0... .... = Reserved bit: NOT set
.0.. .... = Don't fragment: Not set
1 = More fragments: Set

Fragment offset: 0
Tme to [ive: L
pProtocol: ICMP (1)

Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119,245.12 (128.119.245.12)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

Internet Control Message Protocol

MNo. Time Source Destination Protocal Length Info
26 3.808996000 10.234.113.91 128.119.245.12 ICMP 1514 echo (ping) request {d=0x0001, seg=144/36864, ttl=1
27 3.809006000 10.234.113.91 128.119.245.12 IPvd 534 Fragmented IP protocol (proto=ICMP 1, off=1480, ID=a58b)

Frame 27: 534 bytes on wire (4272 bits), 534 bytes captured (4272 bits) on interface 0
Ethernet II, Src: 38:T3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=]
version: 4
Header Tength: 20 bytes
pifferentiated services Field: 0x00 (DScP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 520
Identification: 0xa58b (42379)
= Flags: 0x00

0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
0 = More fragments: NoT set

Fragment offset: 1480
Time to [ive: 1
Protocol: ICMP (1)

Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

Data (500 bytes)

Q11: Print out the first fragment of the fragmented IP datagram. What information in the IP header indicates
that the datagram been fragmented? What information in the IP header indicates whether this is the first
fragment versus a latter fragment? How long is this IP datagram?

Al11: Flags 5 0x01 R ZEHRR LW 70/ 1, Fragment offset 4 0 Ui IX 25— B, XML
PR LA 1500

No. Time Source Destination Protocol Length Info
808996000 10.2 128.119.245.12 ICcMP

1

Frame 26: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8F:dc:f9:c9 (bc:3T:8f:dc:f9:c9)
=]
Version: 4
Header Tlength: 20 bytes
Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))

(More Fragments)

0... .... = Reserved bit: Not set
.0.. .... =Don't fragment: Not set
L1 = More fragments: set

Fragment offset: 0
E Time to Tive: 1

Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

Internet Control Message Protocol
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Q12: Print out the second fragment of the fragmented IP datagram. What information in the IP header
indicates that this is not the first datagram fragment? Are the more fragments? How can you tell?

A12: Fragment offset A~4 0 T /& 1480, FRIXARE —N3Fs
XK Flags 4 0x00, More fragment=0, XX Z2&/5F—"0h, FHEAEZR T

Na. Time Source Destination Protocal Length Info
26 3. 808996000 10.234.113.91 128.119.245.12 ICMP 1514 echo (ping) request id=0x0001, seqg=144/36864, trl=1
27 3.809006000 10.234.113.91 128.119.245.12 534 Fragmented IP protocol (proto=ICMP 1, off=1480, ID=a58b)

Frame 27: 534 bytes on wire (4272 bits), 534 bytes captured (4272 bits) on interface 0
Ethernet II, Src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=]
Version: 4
Header Tength: 20 bytes
pifferentiated services Field: Ox00 (DScP O0x00: Default; ECN: 0x00: NoOt-ECT (Not ECN-Capable Transport))
Total Length: 520
Identification: Oxa58b (42379)
= Flags: 0x00
(4] .

reserved bit: Not set
I pon't fragment: Not set
..0. .... = More fragments: Not set
Fragment offset: 1480
Time to live: 1
protocol: ICMP (1)

Source: 10.234.113.91 (10.234.113.91)
pestination: 128.119.245.12 (128.119.245.12)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]

Data (500 bytes)

Q13: What fields change in the IP header between the first and second fragment?

Al13: TEFH—NFIEE AN B2 Bl IP & ¥ Total Length. Flags. Fragment offset /425 {k;

MNo. Time + Source Destination Protocol Length Info
26 3.B808996000 10.234.113.91 128.119.245.12 ICMP 1514 Echo (ping) reques i 4 < : 6864, ttl=1

Frame 26: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
ethernet II, Src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3T:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=
version: 4
Header Tength: 20 bytes
Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
otal Le h: 1500
Identification: 0xa58b (42379)
= Flags: 0x01 (More Fragments)

0... .... = Reserved bit: NOTU set
A = pon't fragment: Not set
L1 = More fragments: Set

Fragment offset: O
Time to live: 1
Protocol: ICMP (1)

Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: Unknown]
[Destination GeoIP: unknown]

Internet Control Message Protocol

Filter: ip.addr == 128.119.245.12 | Expression.. Clear Apply Save
No. Time 4 Source Destination Protocal Length Info
26 3.808996000 10.234.113.91 128.119.245.12 ICMP 1514 Echo (ping) request 1id=0x0001, seq=144/36864, ttl=1
27 3.809006000 10.234.113.91 128.119.245.12 IPvd4 534 Fragmented IP protocol (proto=ICMP 1, off=1480, I

Frame 27: 534 bytes on wire (4272 bits), 534 bytes captured (4272 bits) on interface 0O
Ethernet II, Src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8fF:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=]
version: 4
Header Tlength: 20 bytes
pifferentiated Services Field: 0x00 (DscP 0x00: pefault; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))

= Flags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
..0. .... = More fragments: Not set
Fragment offset: 1480
Time to Tive: 1
protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
pestination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
Data (500 bytes)
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Q14: How many fragments were created from the original datagram?

Al4: WFIREHEIREE T 3 D BG

Filter: | ip.addr == 128.119.245.12 « | Expression.. Clear Apply Save
No. Time Source Destination Protocol Length _Info

28 3.674821000 10.234.113.91 ICMP 1514 Echo (ping) request id=0x0001, seq=179/45824, ttl=1l
2 1514 Fragmented IP prot 480
554 Fragmented IP p

Frame 28: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
ethernet II, Src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3T:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=

version: 4

Header Tength: 20 bytes
Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))

Total Length: 1500

Ide_nt'ifﬂ‘cat'ion: Oxa5ae (42414)
= Flags: 0x01 (More Fragments)

0... .... = Reserved bit: NOTU set
.0.. .... = pon't fragment: Not set
1. .... = More fragments: Set

Fragment offset: O

Time to live: 1
Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: Unknown]
[Destination GeoIP: uUnknown]

Internet Control Message Protocol

Filter: |ip.addr == 128.119.245.12 | Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info
28 3.674821000 10.234.113.91 128.119.245.12 ICMP 1514 Echo (ping) request 1d=0x0001,

IPv4 1514 Fragmented IP protocol (prot

Frame 29: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), pDst: bc:3f:8f:dc:f9:c9 (bc:3F:8F:dc:f9:c9)
=]

version: 4

Header Tength: 20 bytes
pifferentiated services Field: 0x00 (DScP 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))

Total Length: 1500

Identification: Oxa5ae (42414)
= Flags: Ox01 (More Fragments)

0... .... = Reserved bit: Not set
.0.. .... =Don't fragment: Not set
.1. .... = more fragments: set

Time to live: 1
Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: unknown]
Data (1480 bytes)

Filter: | ip.addr == 128.119.245.12 ~ | Expression.. Clear Apply Save
MNo. Time Source Destination Protocol Length Info
28 3.674821000 10.234.113.91 128.119.245.12 ICMP 1514 echo (ping) reguest id=0x0001, seq=179/45824, ttl=1

00 10 .113.91 1514 Fragmented IP protoc (pro Mp 1, off=1480, ID=a5ae)

10.234.113.91 128.119.245.12 IPv4 554 Fragmented IP protocol (proto=ICMP 1, off=2960, ID=a5a

Frame 30: 554 bytes on wire (4432 bits), 554 bytes captured (4432 bits) on interface 0
Ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8F:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
=
version: 4
Header Tength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 540
Tdentification: OxaS5ae (42414)
= Flags: 0x00
0. ...

rReserved bit: Not set
. ... = Don't fragment: NOT set
..0. .... = More fragments: Not set
Fragment offset: 2960
Time to [ive: 1
Protocol: ICMP (1)

Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

Data (520 bytes)
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Q15: What fields change in the IP header among the fragments?

A15: IP & Total Length. Flags. Fragment offset & 4254k

No. Time Source Destination Protocol Length Info
128.119.245.12 ICMP 1514 echo (ping) reguest id=0x0001, seg=179/45824, ttl=1

28.11 2 IPv4 1514 Fragmented IP proto
554 Fragmented IP pre
Frame 28: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, Src: 38:f3:ab:cd:B0:31 (38:f3:ab:cd:B0:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:T9:c9)
=]

version: 4
Header Tength: 20 bytes
i ices Field: 0x00 (DscP 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))

Identification: Oxa5Sae (42414)
= Flags: 0x01 (More Fragments)

0... = Reserved bit: NoT set
.0.. .... = pon't fragment: Not set
.1 = More fragments: Set

Fragment offset: 0

F Time to live: 1
Protocol: ICMP (1)
Source: 10.234,113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

Internet Control Message Protocol

No. Time Source Destination Protocol Length Info
28 3.674821000 10.234.113.91 128.119.245.12 IcMp 1514 Echo (ping) request 1d=0x0001, seq=179/45824, ttl=1

Frame 29: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, Src: 3B8:f3:ab:cd:80:31 (38:T3:ab:cd:80:31), Dst: bc:3f:8fF:dc:f9:c9 (bc:3f:8f:dc:T9:c3)
=]
version: 4
Header length: 20 bytes
Differentiated Services Field: Ox00 (DscP 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))

Identification: 0OxaSae (42414)
= Flags: 0x01 (More Fragments)

0. = Reserved bit: Not set
.0.. .... = pon't fragment: Not set
1 = More fragments: set

Fragment offset: 1480

Time to live: 1
Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119,245,12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

pata (1480 bytes)

MNo. Time Source Destination Protocol Length Info
28 3.674821000 10.234.113.91 128.119.245.12 ICMP 1514 echo (ping) request 1id=0x0001, seq=179/45824, ttl=1
128.119.245.12 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=1480, ID=a5ae)

30 3.674833000 10.234.113. 128.119.245.12 554 Fragmented IP protocol (proto=ICMP 1, off=2960, ID=a5ae)

Frame 30: 554 bytes on wire (4432 bits), 554 bytes captured (4432 bits) on interface 0
ethernet II, src: 38:f3:ab:cd:80:31 (38:f3:ab:cd:80:31), Dst: bc:3f:8f:dc:f9:c9 (bc:3f:8f:dc:f9:c9)
- Internet Protocol Version 4, src: 10.234.113.91 (10.234.113.91), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header Tlength: 20 bytes
Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))

Flags: 0x00

0... .... = Reserved bit: NoOT set
.0.. .... = Don't fragment: Not set
.0 = More fragments: Not set

Fragment offset: 2960
Time to live: 1

Protocol: ICMP (1)
Source: 10.234.113.91 (10.234.113.91)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: uUnknown]

Data (520 bytes)
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N SRR

1. Capturing packets from an execution of traceroute

7> AR traceroute FEFF A H BHUAE BA AR NEHER, Ak 1P HdE
ERERIC S traceroute FEFF B okt TTL FBOBLEN 1, R KE N EE AN EdEk: R)ak TTL E
BCEN 2, FAFEKBERRE— R AAEE A EER RER TTL R E Y 3, AR R H ARk
— RINEIEAR, WAL AR R SRR — AR IR, AR TTL R 1 JF e A e R A 0. Wik
TTL 24 0, JUES H 2K R0 A8 T R [m]—A> TOMP Y. CGREL TI-TTL @D . BRI, B TTL Oy 1 14K
e SEUE B R IE T — AN SRR IE—A TOP TTLEIEE; BA TTL N 2 MBI IRG S84
HE A A TOMP Y BRI 20475 A TTL O 3 BIBHR o S B =B i 83 A0 TOMP Y B Iml 2%
25, DAHSRHE, EITIXR T, YT traceroute MIFEHLFT LUEL A A WS TCMP TTL HERHH 2K
AR BOYR TP Hhik, TR E CRTHE bR X2 T
AL, AT LURN T EFIERAR TTL S BAE TP WhisCh MR AR S, I T I E8 BRER R
HIRFAI % RIS, B0 LLEYR Wireshark THAMEA, H5BhIRATSE 4 kAT o 4% b HE R A

L

3

2. A look at the captured trace

AT AR traceroute F2F 1) H AR AR B A AN F KN B R AR B TP Hs i iR ER i 3%,
MR T AEFIER AR TTL 75 TP PR VR FIAIE S, DA S 28 B EFHOR B SR B 757

i Wireshark TTH MR, FRATTATLASE G dhask A7 00 26 5 e o i i 42 o

TESXHT 1P B i, FRATFRZEOGE 1P Hidik . PRl B, 1P Sk E . UK bRl B
BATFEE SORER,  DLAIWTERE @R B s 7 B U 4%

FATRT L@ X ICMP TTL R S0 ICMP [B1 24 SR H B IR EFES,, TR E O H AR 2 1R 1)
I B AR AR A
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£, EHXBEE

WAL, A T T EE ST, TR TP R A B AR

FEBRERICSE A, BATH LR B H T 5HHLRIEM TOMP Echo iR (Windows HL#%) B¢ UDP B¢ (Unix
HLEE), LA b Ta) i 2R [0 251 AL TOMP TTL B R o [0 28 ) i, 75 B A A A e s,
ot IP bk, PR B TP KK, BRGREANEEER, IR BRI S5

FER A, AT EF A Wireshark TERHATIE T, MTIEIZ#FE 1P Bl R
B, i, AT HRE R B B R IA A THEALA TP TTL BT I, FRAT 75 B Rkt ko B i
SEEAIR A HEATHET o HhAh, 9 T #E — A TP B2 S0 fr, IATFEAE Internet Protocol
#853 HK DF AR E LA MF A3 A7

fEfa— o, BAITEEIR BN —KE X pingplotter packet size JFHHNEIERIH A
ICMP Echo #RIER., FHEBXMIEELER S, USLH PB4 7B .

2, BN Wireshark TEMMEH, FRATATLLZRN T AR 1P s a5 R R, A BT
TR B b PR ) 4008 15 Sk R AT X % e B
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